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Abstract

This diploma thesis introduces Ubidas, a novel p2p backup system. The goal of Ubidas is to
offer a distributed secure and cost-efficient platform for both individual and corporate backups
by distributing copies intelligently across multiple participating nodes. New concepts such as the
prioritization of local and close resources, an automated connection establishment algorithm and

a highly redundant, distributed hash table (DHT) algorithm are presented and evaluated.






Zusammenfassung

Diese Diplomarbeit stellt Ubidas vor, ein neuartiges peer-to-peer Backup-System. Das Ziel von
Ubidas ist es, eine verteilte, sichere und kostengtinstige Plattform fiir Individual- und Firmen-
backups bereitzustellen. Dafiir werden die Daten von Benutzern verschliisselt und auf verschiedene
andere Teilnehmer des Systems verteilt. Bekannte Konzepte wie Verteilte Hashtabellen (DHTs)
werden punktuell optimiert und neue Konzepte, wie die automatische Priorisierung von verfiigbaren

lokalen Ressourcen werden in dieser Arbeit eingefiihrt und evaluiert.
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Introduction

1.1 Motivation

Personal and corporate computer data storage requirements grow at a high rate, estimated to
double every 3 years [Lyman and Varian, 2003]. For example with the shift from film to digital
for both still and video cameras, the constant decline in prices for such devices, and the low cost
to store digital memories, personal computing is a major contributor to this development.

The use of digital cameras is omnipresent in western countries and adapted by the majority.
These devices generate so much data that it is hard to keep (i.e., pictures organized) and often the
cost of going through and deleting bad shots is higher than keeping them.

On the other hand, hard disks that store our digital memories crash or are wiped by malicious
software quite often. Especially, if compared with the old days where valuable moments of our
lives caught on camera were kept in one shoe box or in a couple of photo albums. The proba-
bility that these originary photos are destroyed (i.e., through fire) is very low compared to the
probability of a digital data loss.

A positive aspect of digital memories is that they can be copied and distributed without loss of
information, therefore reproducing data for backup purposes becomes an easy task, technically.
The problem with classic backups is that the owner has to take care of it—replace old backup
medias with new ones and constantly perform complete or incremental backups of all his or
hers computers. We humans are not especially good at such repetitive and tedious tasks, and
technology can also help here.

This thesis introduces Ubidas, a reliable and safe peer-to-peer (p2p) communication stack for

data distribution on other users” computers (nodes), including on the internet.
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With the sinking cost for magnetic media such as hard disks, current computers are often over-
equipped with storage. The average user only occupies a fraction of the computer’s persistent
storage space capacity. Also the number of broadband internet connections is high in western
countries and still rising. For example in 2006, over 2 million households in Switzerland were
already equipped with a high speed internet access.!

This over-provisioning and the unused capacities give a new power to the edge of the internet.
The development from a few central internet servers providing mostly text and images to the
current concepts of “Storage in the cloud” will ultimately lead to a democratization of internet
nodes; the world’s data will be spread evenly over all participating computers.

I was always fascinated by the given asymmetry of a need to backup your data on one side
and the free space and unused internet access bandwidth on the other. Ubidas tries to bridge this

gap, giving its users automatic, free, safe, and secure backup as a service.

1.2 Related Work

The following Section introduces related work in the fields of p2p backup, storage, and dis-

tributed hash table concepts.

1.2.1 pStore

pStore is a secure Chord-based [Stoica et al., 2001] p2p backup system that uses unused space
of participating nodes to backup data chunks of other nodes in the system. It applies salting to
the data chunk identifiers to spread chunks evenly over the distributed hash table (DHT) key
space. A specialty of pStore is the support of a Concurrent Versions System (CVS)-like versioning
enabling incremental backups and restores. Delete requests are authorized with a user-signed
request [Batten et al., 2002].

pStore uses a DHT for both table of contents (TOC) storage and file chunk storage. There are

two issues with this approach:

« Every node is responsible for a certain portion of the key space. If a node leaves, the DHT
has to re-organize itself to cover the whole key space again and re-establish a predefined

redundancy r. If the system has a high churn rate—the rate of joins and leaves of nodes

Thtt p: //ww. bf s. admi n. ch
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to and from the system—a high re-synchronization effort is needed to keep the DHT well-

organized.

« pStore stores the actual data chunks based on their IDs on the node, responsible for that key
space range. If also the data is imposed to the classic Chord DHT, heavy synchronization is

needed, causing a high bandwidth usage.

1.2.2 PeerStore

PeerStore has a reduced maintenance overhead compared to pStore. This is achieved by decou-
pling the metadata storage (TOC) from the actual data storage. PeerStore employs the nature of
symmetric trades to achieve fairness and prevent freeriding: a user who requests a store has to
offer the same amount to other users. Every storing node gets to store the same amount on the
requesting node [Zhang et al., 2004].

The following key points are identified:

+ A problem with symmetric trades occurs for uneven equipped requesters. There could be
system users that want to backup considerably more data compared to what they are willing

to offer for other users’ backups.

+ PeerStore uses convergent encryption [Bolosky et al., 2000] which uses the cryptographic
hash of a byte sequence (chunk) to encrypt the chunk itself. This allows to detect identical
files and safe storage space in the system while not exploiting the content itself. An attacker
could easily identify which users store the same blocks by encrypting a chunk himself and

requesting the DHT for all users that own that chunk.

1.2.3 Chord

In a distributed system with no mission-critical central servers a simple layer for storing key/value
pairs is needed. This is generally called a distributed hash table (DHT). Usually value is a sequence
of bytes and key the cryptographic hash of value. This creates a key space with a maximum ca-
pacity of Keyspace,, = 2™, where m is the chosen key length in bits. If every participating node
were to store all values, then lookup performance for value given key is O(1). This does not scale
to a large number of nodes n. Also the insert/update effort for a new key/value pair to n nodes is
O(n — 1) which indicates again that it does not scale for a large n. Chord introduces a smart DHT

for p2p systems. It has O(log n) lookup performance. The novelty is that not every node needs
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to know about every other node, but optimally only about O(log n) neighbor nodes. Key lookup
requests are sent from node to node, where every node forwards the request to the nodes with an
ID closest to key. ID is also a cryptographic hash, representing the node uniquely in the key space.
In Chord, ID is created from the IP address of the participating node [Stoica et al., 2001].

Chord has several drawbacks:

¢ Due to the mechanism of how a node ID is created—by hashing its IP address—no unique
IDs for multiple nodes behind the same network address translation (NAT) device are pos-

sible. The DHT in this case still works but is less efficient.

« There is no spacial redundancy for failed nodes. In Chord the redundancy factor r is imple-
mented by distributing key/value pairs to neighbor nodes. An attacker could critically split a
Chord DHT by obtaining > r nodes that are all neighbors of each other in the key space and
then make all nodes he controls leave the system at once. The key/value pairs in that section

would be lost.

1.2.4 PAST

A short comment on PAST which uses Pastry [Rowstron, 2001] for routing and locating keys. It
has similar capabilities to Chord in terms of lookup and re-organizing performance but enhances
the system’s integrity by employing Smartcards to sign files and verify update requests. The
Smartcard’s unique ID is hashed to produce a unique node ID key. This makes forging a key much

harder and prevents from the above mentioned DHT split attack [Druschel and Rowstron, 2001].

1.3 Ubidas Design Goals

Analyzing the previous work above reveals distinct highlights in different areas:
+ Robustness, redundancy and persistency in DHT (Chord, Pastry)
+ Decoupling of TOC and storage layer to reduce maintenance traffic (PeerStore)

« Using a strong identity provider such as Smartcards to improve authenticity and prevent

malicious DHT modifications (PAST)

+ Scalability—in the order of O(log n) performance—for lookups and neighbor list storage

(Chord, Pastry)
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The goal of this thesis is to combine these individual highlights and introduce new ideas to
achieve a holistic view of the p2p backup problem. Most systems concentrate on improving one
aspect of performance such as minimizing storage and transfer volume. The combination of
above highlights, the introduction of new real-world aspects, and the resulting modification of

above concepts are the core philosophy of Ubidas.

1.3.1 Conflicting Goals: Choosing a Design Philosophy

In computation the landau—also known as “big O”—notation [Landau, 1909] is popular for de-
scribing an algorithm’s performance. For example the Chord algorithm has an average lookup
performance of O(log n) as mentioned above. The O(...) simply state that the algorithm scales
with a performance stated within the brackets.

Designing a real-world system means in this case dealing with the conflicting goals of perfor-
mance (i.e., storing all data on all nodes yields high performance) versus storage (i.e., storing data
only on one other node yields low performance and poor data reliability but low storage require-
ments). And if the system is of a distributed nature, the third conflicting goal of robustness has to
be considered, too.

Two examples illustrate this:

« Example A: Consider a distributed system should be optimized for best performance. It has
a very sleek transfer protocol with only 5% metadata overhead and a lookup performance
to find a desired value of only O(1). Such a system could be implemented by deploying local
hash tables to every node initially. In fact this could be the most efficient implementation
for systems with a very low change rate in the hash tables and a comparably high lookup

rate.

+ Example B: Imagine a system that concentrates on persistent storage efficiency and only
stores values on the disk for which the node is directly responsible. Now the storage re-

quirement per node would be

. . Vxsize,
SlzePersistentStore(N7 ‘/7 SZZGU) = TR
where N is the amount of nodes, V' the number of values, and size, the average size per
value in the system. This is the optimum in terms of the storage requirement an average

distributed system node could have.
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Distributed Systems

Traditional Systems

Figure 1.1: Conflicting goals space in distributed systems design

Above examples are extremes, concentrating on one of the conflicting goals, only. Figure 1.1
shows the conflicting goals space for traditional systems and expanded for distributed systems.
Systems can be classified into this space. Clearly, Example A would be placed in the lower left and
Example B in the lower right corner. Although they would suit very special cases, generally a dis-
tributed system’s design should be placed carefully between the three conflicting goals, weighting
the different design criteria to obtain ideal system characteristics and overall performance.

With this concept in mind, Ubidas” design goals are targeted to meet several real-world re-
quirements. This makes it harder to evaluate the system because a good holistic performance
can only be derived from individual performance aspects with a subjective weighting. The next

section reveals the Ubidas design goals:

1.3.2 Internet-wide Reachability

All mentioned systems in Section 1.2 only work in scenarios with direct IP connectivity between

all participating nodes. This does not reflect the real world with a multitude of hierarchically
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separated public and private networks. Most nodes in private networks are not reachable from
the internet. Some nodes on the other hand have a public IP address but are restricted by a
firewall from being accessed from the public internet.” There are advanced methods such as UDP
hole punching and others. Skype makes prominent use of those.?

Ubidas introduces a pragmatic method to overcome these barriers and achieve real end-to-end
connectivity. This system component is called Ubidas End2End and explained in detail in Section

24.

1.3.3 DHT: High Reliability, Dynamic Redundancy Scaling

Most p2p systems these days use Chord or some variation of it for their DHTs. The problems with
a standard DHT are:

« its hard bound to IP addresses as hash bases for the generation of node IDs,
« high synchronization efforts to cope with the churn rate, and
- an attack surface for DHT splitting attacks.
Ubidas is designed to address and overcome these weaknesses by:
« using per-node unique guids that are cryptographically hashed,

+ maintaining a high redundancy and lazy update cycles to reduce maintenance overhead,

and

« distributing DHT key/value pairs (DHT records) with two adjustable redundancy factors

both evenly over the key space and to other nodes with a close ID.

A detailed description of the Ubidas DHT is given in Section 2.7.

1.3.4 Decoupling of TOC and Storage

PeerStore was the first system to decouple the TOC from the actual storage by implementing a
symmetric storage trade layer. Ubidas goes one step further and removes the condition for sym-
metric storage trades. Additionally, data chunks are kept with a higher redundancy on partici-

pating nodes and therefore maintenance efforts for meeting full redundancy requirements after

2The uzh network is in fact designed like this, with port Transmission Control Protocol (TCP) 113 being the only

publicly reachable.
Shttp: // www. skype. com
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some nodes have not joined in a longer period of time are relaxed and lowered. Section 2.10.1

explains this subject.

1.3.5 Central Nodes for Non-Mission-Critical Tasks

Often p2p systems stick to the goal of getting rid of any central system elements. This draws up

synchronization efforts due to the nature of a fully meshed network connection requirement, i.e.,

Connection(n) = w,
where n is the number of nodes in the network. Normally a trade-off of not having to reach ev-
ery node with a O(log n) performance is chosen. This leads to the incapability of having a holistic
view-state over the whole system with little effort. Ubidas Index is introduced as a non-mission-
critical system component that helps for bootstrapping new nodes and can give updates on the
total number of nodes recently present and available transit nodes for NAT-protected nodes. This
substantially can lower synchronization efforts. Ubidas Index Server (UIS) is introduced in Sec-

tion 2.4 .4.

1.3.6 Consideration of Local Resources

All systems mentioned in the Related Work Section 1.2 make no differentiation between nodes
across the Ocean and nodes in the same private network. Often these systems claim to achieve a
high data redundancy by placing a DHT record anywhere on the key space and thus anywhere in
the world. This decoupling of a value from its origin is an important concept to achieve robustness.
In real-world deployments using such a system exclusively yields to poor performance because
the underlying network and usage patterns are not considered. Therefore Ubidas introduces
IPTree in Section 2.6. It takes available local resources into account to some extent when choosing

nodes for DHT queries, storage requests, and in the transit node subscription process.

1.4 Design Problems not Addressed in this Thesis

Most of the time ideas go beyond the current implementation and the time available; so the fol-

lowing topics were excluded from this work and are left open for future work:



1.5 Structure of this Thesis 9

+ Prevention of freeriding is excluded from the current Ubidas implementation. In a large
deployment such a component should be included. Personally my vision would be to in-
troduce a market-based approach where offering users could trade storage for an amount
of a generic points currency and requesting users could cover their storage needs by buying
quotas with points. Points could be purchased with a defined exchange rate with a real-
world currency (e.g., USD, CHE, etc.). A central system entity called Market Server could
manage the price-finding and act as a market intermediary, similar to Google’s automated
AdWords auction.* This would allow the system to suit unevenly equipped participants—
such as companies with few client nodes compared to the number of their servers—to still
use the system. On the other hand Ubidas as the intermediary could collect a small fee on
every storage space trade which would allow to run it as a profitable business and maintain
its future development. Currently, there is a simple authentication mechanism in place that

will be discussed in detail in Section 2.7.

« Strong, public/private key-based authentication is excluded in Ubidas. A simple, private

key-based mechanism is in place.

« Multiple users per machine capabilities are excluded in the current version of Ubidas. So far
none of the above described systems has support for multiple users. Although in a future

commercial application supporting more than one backup user per machine is crucial.

« Although actual simple transfers are working, due to time constraints Ubidas has a strong
implementation up to and including the level of the TOC, but excluding the transfer layer

in its current implementation.

1.5 Structure of this Thesis

After having introduced this thesis” motivation and covered the related work, the design goals
and philosophies have been set in the right light. This builds the basis for this thesis and opens
the stage for Chapter 2, titled Concepts. Further the implementation is discussed in Chapter 3.
This thesis will close with an evaluation of selected system characteristics in Chapter 4, and an

outlook to future work.

4ht t p: // adwor ds. googl e. com






Concepts

This chapter explains the concepts of Ubidas. When designing a distributed system, there is much
more to care about than in traditional programs that run in one process on one computer.

The challenges involved when designing such a system are:

 Underlying system architecture: Some distributed systems are designed to run on different
hardware and operating system platforms. Depending on the layer of abstraction between
the operating system and the specific software, distributed systems may have to handle
different mechanisms to interact with input/output (I/O) devices and change endianness

(i.e., encoding a value with its highest-order bit first).

+ Resource locking: In traditional systems basic locking of resources for exclusive access is
easy. Some operating systems such as Windows support locking on the platform level,
others (e.g., Linux, Unix) need an application level locking mechanism, such as using a
separate LOCK file. In a distributed environment it is hard to achieve transaction-grade
I/0 operations. Due to no guarantees for availability of nodes, nodes can block a resource

indefinitely by not removing a lock before leaving.

+ Reliability: The reliability of an atomic operation in a distributed system is not as high as
for operations within the boundaries of one process or machine. Especially, when using
frameworks such as Java or .NET, the additional layer of abstraction comes with benefits
such as memory violation protection. Therefore when designing a traditional system one
does not have to take into account failures of common operations such as I/O, or when they

occur, it is much easier to recover from and take proper action.

When moving to a distributed computing environment one has to consider that failures

occur with a relatively high probability and special care has to be taken of.
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Typical examples are:

- network interruption,
- high latency for remote operation invocation, and

— depending on the specific system: high churn rate (rate of joining and leaving nodes)

+ Reachability: A system can be classified in terms of its communication scopes. The fol-
lowing list explains the different communication scopes and how interconnection can be

achieved:

- Intra-Process: Within the same process a class of a component can be instantiated to

an object and public methods and members can be called.

— Inter-Process, within the same machine: Named pipes are a common mechanism to
communicate between different processes on the same machine. Their characteristics
are high-bandwidth and low-latency communication. A different approach is message-

based communication over files in designated “in” and “out” folders.

- LAN: Moving beyond the scope of intra-machine to inter-machine communication de-
mands for new channels, protocols, and means to communicate over. The local area
network (LAN) is the first scope of a networked interaction and communication can be
achieved on layer 2 theoretically and layer 3 practically allowing to connect to another

participant’s IP address and port.

— WAN: Real end-to-end connectivity is—in most cases—still easily possible in wide area
network (WAN) setups where participating LANSs trust each other. Therefore firewalls

do not restrict traffic and NATting becomes not an issue.

— Internet: In an internet-wide deployed distributed system, real end-to-end connectiv-
ity is hard to achieve. In a traditional client-server system design a client pulls data
from a server. Firewalls are configured to allow outgoing connection establishment
for clients to pull information from servers. This approach does not scale as well as a

system equipped with real end-to-end connectivity.

Moving further to a subclass of distributed systems leads to the group of peer-to-peer systems

which have even more underlying constraints in their design:

+ Heterogeneous system architectures: Participants of a p2p system, so called nodes, are
often deployed on a totally heterogeneous hardware basis. It therefore has to be designed

with these constraints in mind, allowing it to adapt to generic hardware.
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+ Untrusted nodes: If private content is distributed to other nodes for safekeeping reasons
with redundancy, it has to be encrypted with state-of-the-art encryption algorithms that
make it unfeasible to decrypt the data in terms of reasonable attack time. Today, Rijndael’s
method or generally known as advanced encryption standard (AES) provides strong pro-

tection with a key and block size of 256 bit each.

¢+ Churn rate: When designing a p2p system that is targeted to be deployed to home and
office computers, a high rate of joins and leaves to and from the system (churn rate) has to

be considered.

There is a positive correlation between the churn rate ¢r and the redundancy factor r:
r(er) = const x cr® | const > 0, x >=1

Proactive re-synchronization of data from nodes that were not present in the system for
thresholdctivity timeout helps to maintain a low r and a higher availability a of data chunk

chunkggiq.-

+ Freeriding: Coupled with the characteristic of an untrusted system environment special
measures to prevent nodes from misusing the system have to be taken (i.e., asymmetri-
cal system use, also known as freeriding). In Ubidas a central, non-mission-critical index
server represent the marketplace for storage needs and offers (not present in the current
implementation). Other approaches are distributed, market-based trust and rating systems

to overcome freeriding.

Ubidas as a p2p system addresses several of these challenges. Its core concepts are explained

below.

2.1 Communication Stack: a Layered Approach

After discussing the challenges and constraints that underlie p2p systems we must establish an
architecture that can address all of these in a structured manner. I chose a layered approach
making use of the power of abstractions in systems design.

Starting at the lowest level lies the operating system, providing the abstraction to the cen-
tral processing unit (CPU), volatile, and persistent memory and devices such as—in this case
important—a network card. .NET was chosen as the runtime middleware. Using C# as a man-

aged language offers benefits such as process isolation, fault recovery, garbage collection, etc.
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In Ubidas the .NET Framework forms the foundation for the three different system tiers:

« Communication,
« Sentinel, and

« Controller

A subset of the NET Framework since its version 3.0 are the Windows Communication Foun-
dation (WCF) classes which form the first layer of the communication tier. The evaluation of
technologies used here, WCF and all other technologies used for the creation of Ubidas are ex-
plained in detail in Chapter 3, Implementation.

The following layers of the communication tier and the other tiers are explained in sections
2.2 through 2.10. Figure 2.1 gives an overview of the foundation layers, the three tiers, and the

respective sub layers in the communication tier.

2.2 Sentinel

One of the goals of Ubidas is to provide instantaneous backups of selected directories. Ubidas
Sentinel is the second tier in the Ubidas communication stack shown in Figure 2.1 and it is re-
sponsible for detecting new changes in the file system and for queueing pending, changed files
for backup in the p2p system. Also, the creation of new distributed hash table (DHT) items for
new folders should be triggered by Sentinel. For backups, a user might not want to backup every
file type in every directory on every drive. A user might want to save all subdirectories under
ie, c:\docs, and d: \pi ct ur es, exclude files of type . t np, *.db, =.o0st, etc. from being
saved. The design of the Ubidas Sentinel filter is constraint-based, similar to the configuration of

rsync [Tridgell and Mackerras, 1996]. It supports the following options:

+ Include list: Specifies a list of directories to include for backup. Every directory of the list

can be tagged whether to include its subdirectories or not.

« Exclude list: Specifies a list of directories to exclude for backup. This option helps to exclude

one or more subdirectories from a directory specified in the include list.

« Exclude file types list: Global filter to exclude certain file types. For example all .ost files
can be excluded from a backup because they represent an offline cache for a server-based

groupware, including mail. Also a user might want to exclude .dbf database files that may
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Transfer queue

Table Of Contents (TOC)

Encrypted DHT

Windows Communication
Framework

Figure 2.1: Ubidas Communication Stack: A Layered Approach

grow huge and change frequently which makes it unfeasible to backup with the real-time
detection of Sentinel. In a future version of Ubidas, an application-level plug-in infrastruc-

ture could be introduced to handle file type-specific incremental backups.

To achieve realtime detection of file system changes on the drives of included directories,
Sentinel takes advantage of a built-in feature of the operating system, called FileSystemWatcher.!
Because it is limited to monitoring just one directory a dynamic composition of generic watchers
was implemented. Figure 2.2 shows the orchestration of individual watchers; combined they

feed a global feeder queue. The feeder queue is constantly being dequeued and its items filtered

Thttp://msdn2. microsoft.com | ibrary/systemio.filesystemiatcher. aspx
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against the mentioned filter lists. Finally the filter component fires events through the event
interface to the layer on top, consuming the Sentinel. In the case of Ubidas, DHT generation

and the transfer queue are consumers of the Sentinel events, as Figure 2.1 shows.

Event interface

D

Feeder queue _\

Filter database

o Exclude directories
¢ Include directories
o Exclude types

Drive C: Drive D: Drive E:

Figure 2.2: The second tier: Ubidas Sentinel

2.3 Controller

The controller application represents the third tier of Ubidas, as Figure 2.1 shows. The Controller
is a simple Win32 application that can be configured to automatically launch with an operation
system start. When launched the controller application neatly sits in the task bar region, indicat-

ing its running state as shown in Figure 2.3

DE <5'Bae @ 1510

Figure 2.3: The Ubidas Controller application icon indicating its state

It lets a new user sign up for Ubidas and existing users log in to Ubidas. After a successful
user login, the connected state is displayed in the lower right corner of the controller application
as shown in Figure 2.4. Because the user credentials are used to generate the user’s private key,
the password is never transmitted to the Ubidas Index Server (UIS). Instead it is hashed locally

and then transmitted.
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Ubidas

Connected: db@icontent.ch @

Figure 2.4: The Ubidas Controller application showing the user status

2.4 End2End

As stated in Section 1.3.2, internet-wide reachability is one of the major design goals of Ubidas.
All mentioned related work papers in Section 1.2 do not implement real end-to-end connectiv-
ity. An ubiquitous backup system needs to deal with all relevant characteristics of the real world
to be usable. With this holistic design approach, end-to-end connectivity is a major cornerstone
to Ubidas’ success. When evaluating we will see what benefits in terms of coverage and adap-
tiveness this brings. Ubidas End2End is therefore the abstraction layer enabling real end-to-end
connectivity between all participating nodes in the system. Most home and office users are be-
hind a network address translation (NAT) router device. Section 2.4.1 introduces the issues with
NAT-traversal and the techniques to overcome them. As a consequence of different network
reachability the three different types of Ubidas nodes are explained in Section 2.4.3 and 2.4.4. A
detailed explanation of the connection establishment process is given in Section 2.4.5; this then

leads to the network border crossing capabilities, laid out in Section 2.4.6.

2.4.1 Network Address Translation (NAT)

IPv4 was introduced in September 1981 in RFC 791.2 An IP address consists of four octets of one
byte length each. The total IP address length of 32 bits leads to a theoretical maximum of 4.3 billion
unique addresses. The internet was originally intended to connect every participating computer
by assigning one address to each node. With the fast expansion of the internet—way beyond
connecting high-power physics labs around the world and university campuses—the need for
a solution to prevent running out of IP addresses became apparent. The Internet Engineering
Task Force’s Network Working Group compiled RFC 3330 “Special-Use IPv4 Addresses”.> which
designates for private use reserved IP addresses. These addresses are not routed on the public

internet and can be used in private networks. This allows for a setup with only at least one

2http://tools.ietf.org/htm/rfc791
Shttp://tools.ietf.org/ htm/rfc3330
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device with a public IP address, representing a NAT device for a whole organization. Within
the organization computers are assigned IP addresses from the designated special-use address
ranges.

To establish connectivity with nodes on the internet the NAT device maps a request from
the inside to a designated outside address and forwards it to the host on the public internet. It
remembers this temporary designation to eventually allow a response to find its way back to the
originator in the private network.

For traditional client-server systems this concept works fine because most of these systems
rely on clients pulling information from a server. With the rise of p2p concepts NAT traversal
became an issue: Private hosts need to be reachable by hosts from a different private network. It
is possible to map a port on the public side of the NAT device to a host in the private network.
This approach needs manual configuration or semi-automatic with the help of standards such as
Universal Plug and Play (UPnP).* Although UPnP works great for home setups it is not common
in enterprise environments, in part because NAT prevents private hosts from becoming reachable
from the internet and is thus an additional layer of security.

Ubidas introduces the approach of self-establishing transit nodes. The following sections ex-

plain how this works in Ubidas.

2.4.2 Node Characteristics Determination

Do determine what characteristics a node has in terms of reachability from the internet it launches
a bootstrap method every time Ubidas starts.

The bootstrap process is outlined as follows:
1. Get listening port from configuration
2. Start listening on port

3. Ping Ubidas Index Server with listening port as argument

(a) Index Server receives ping and determines client IP address from TCP context
(b) Index Server opens connection to client IP address and given port

(c) If no host answers ping-back request for a certain timeout, Index Server returns false,

otherwise true.

4ht t p: / / waww. upnp. or g/
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NodeName | IsPublic | IsTransit | INetEP LocalEP IPTree
AsusVista True True 217.162.206.4:113 | 192.168.0.195:113 | 62.2...195

Table 2.1: Node Characteristics Record Example

4. Receive result from Index Server. Update own node characteristics record accordingly

This process is presented in Figure 2.5 with the result that the node cannot be reached directly
from the internet. If the node is internet-reachable, the default behavior of being a transit node is
applied by setting the | sTransi t flag in the record. Another part which is determined in this
process is the node’s IPTree which is explained in detail in Section 2.6.

Finally the own node characteristics is sent to the Index Server for fast caching and addition-
ally distributed with the DHT infrastructure to some nodes in the overlay network. An example
Node Characteristics record is shown in Table 2.1.

This leads to the differentiation of node types in the Ubidas system. They are described in the

next section.

Private node Index Server

Figure 2.5: Node Characteristics Determination: Reachability Detection

2.4.3 Ubidas Node Types

Due to the nature of node internet-reachability different types of node dynamically emerge in

the Ubidas system; through the node characteristics determination algorithm in the bootstrap
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Type Description

Private node Typical node in an enterprise environment or in a
home setup where a NAT router blocks access to
nodes in the local subnet and /or where no NAT rule

can be set to enable reachability.

Public node Node that is internet-reachable, meaning it has a
public IP address or an in between NAT router has

been configured to forward traffic to the local node.

Transit node Per default, every public node is set to be a transit
node as well. As an additional task it is responsible
to route traffic to private nodes that subscribed to

this transit node.

Index server A special case of a public node is the Ubidas In-
dex Server. It handles node characteristics pings for
clients to determine their internet-reachability and
performs other non-mission critical tasks. In the
current setup one Ubidas Index Server is deployed

in the system but it is easy to add more to scale the

system and add additional redundancy.

Table 2.2: The different node types in Ubidas

process, its type is determined. Table 2.2 gives an overview of the different node types in Ubidas.

Ubidas Index Server is further explained in detail in Section 2.4.4.

2.4.4 Ubidas Index Server (UIS)

As briefly described in Table 2.2, the Ubidas Index Server (UIS) is a non-mission-critical compo-
nent of the Ubidas system. In the current setup it is deployed once but more instances can be
added to scale and improve redundancy.

In short, the UIS is a lightweight, internet-reachable, state-keeping node with the following

functions:

« store system state information such as:
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— total system size in terms of number of nodes, available space, etc.,
— node characteristics cache, and

- system user IDs (email addresses) to prevent duplicates in the sign up process
« provide helper tools for nodes:

- ping service for internet-reachability determination of nodes

- sign up service. Note that the sign up service does not store the credentials of the

participating user, but only his email address as an unique identifier
- bootstrap service to serve a set of node characteristics to a new node

- transit node assignments. To enable reachability on an abstracted layer, private nodes
need at least one transit node they can subscribe to. UIS determines the best possible
transit node for a node with the help of IPTree (see Section 2.6). This algorithm is

explained in detail in Section 2.4.6 “Network Border Crossing”.

2.4.5 Connection Establishment

In a perfect networking world every node of a system can reach every other directly by connecting
to it (i.e., through TCP to a node’s IP address and a designated port). As introduced in Section
2.4.1 due to the shortage of IPv4 addresses, not every participating node on the internet can be
given a public IP address. Therefore real end-to-end connectivity is not given and it has to be
re-established by finding a way through NAT devices or by building an abstraction layer that
achieves push connection initialization for all participating nodes, again. Ubidas focuses on the
later and this section explains how the connection establishment works in detail. Figure 2.6 shows
the connection establishment process in a state-activity diagram.

Assume node A wants to send a message to node B. First A checks its local cache for a node
characteristics record of B. This cache is being updated by incoming DHT broadcast node an-
nouncements. At this time it is only cached in RAM so it will completely be “forgotten” once a
node shuts down. It would be a small change to the code to enable a persistent node characteris-
tics cache. On the other hand the principle of forgetting is used in artificial intelligence systems as
biologically inspired models [Correia and Abreu, 2004] and could benefit the system performance
in this case, too (not tested).

If the node characteristics are not cached locally, a request to the UIS is made. Note that this

could be implemented also making a DHT query but the performance of a lookup in the UIS
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B
registered in index
server?

B
in local registry?

Y * Y ]
Node characteristics Initiate indirect Change transit
loaded transfer node

No

B
is internet-
reachable?

B
in same subnet?

Transit node ready?

Y J Y
Initiate direct Send message
transfer to transit node

Consider retry?

End

Figure 2.6: Connection establishment for a connection from node A to node B. A detailed explanation is given in

Section 2.4.5.

is only of O(1) and thus very fast compared to a slower O(log n) lookup in a DHT. An ideal
approach would probably be to first query the UIS and if that fails go ahead and query the DHT
as a failover backup; this would take final responsibility weight off the UIS and make the system

more robust.
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One of these requests must succeed, otherwise the requested node B is treated as non-existent
and the call fails. If at least one method succeeds, the node B characteristics record is loaded
and inspected. Using the [PTree algorithm explained in Section 2.6, the process tries to evaluate
whether nodes A and B are in the same subnet. Note that inspecting just the local endpoint in
B’s record is not sufficient as there are only a few different designated private network ranges
and false matches would be numerous for nodes that are—in terms of their final IP address—in
the same subnet, but in reality in different private networks with the same subnet. Therefore
the IPTree algorithm analyzes the created IP tree of both nodes and looks for enough similarity.
Enough similarity is given when two nodes’ IP trees match the second and third last IP addresses.
For an illustrative example see Table 2.6.

Typically nodes in the same subnet can communicate directly; so the next step is to initiate a
direct transfer to B. If this fails, the process is restarted and this time, A tries to reach B over B’s
transit node. This happens rarely because in most setups, private nodes are not isolated against
each other.

If the subnets do not match, the node B characteristics record field | sTr ansi t is checked
whether B is internet-reachable. If this is the case, also a direct transfer is initiated; otherwise
and indirect transfer must be established. To initiate an indirect transfer, A checks B’s Tr ansi t -
Server s field in the characteristics record and starts by trying to send the message to the first
registered transit node of B. If this fails, the current transit node is dropped and a next transit node
from the list is used and so on. This helps if a transit node of B is temporarily unavailable. In that
case node B, which polls the transfer server every 20 seconds realizes its fault or unavailability
and moves on to the next transit node. It then re-broadcasts its new transit node selection via
DHT. Due to the nature of DHT this can take several seconds so it makes sense that A is also
changing B’s transit node when a fault occurs to reduce overall failures.

All retry patterns use more than one retry and vary the retry timeout by increasing a hold time
to prevent unnecessary flooding.

We now have real end-to-end connectivity established. Section 2.4.6 explains how this mech-

anism can actually be used for efficient routing.

2.4.6 Network Border Crossing

The previous sections established the concept of real end-to-end connectivity. Following, mecha-

nisms are explained to optimize the actual message routing.
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Node Characteristics

A Node A is a fully internet-reachable node that func-

tions as a transit node for node D.

B Being in the same subnet as node C, node B is also
fully internet-reachable. This could be achieved by
enabling a port forwarding on the NAT device.

C Node C is local reachable, only. It is a typical ex-
ample for a node in a home or office environment.
C subscribes to B as its transit node to achieve ab-
stracted end-to-end connectivity with other nodes

of the system.

D Finally, node D is also a local reachable node only
and it neither has a transit node in the same sub-

net; which makes it subscribe to node A as its transit

node.

Table 2.3: Node characteristics for nodes in Figure 2.7
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Node A
Internet reachable
Transit node

Node B 35.20.155.12/32

Internet reachable
Transit node for C

2260_%\31
622

Node C
Local reachable
Subscribed to B

Node D
Local reachable
Subscribed to A

Figure 2.7: Ubidas network border crossing capabilities

As introduced in Section 2.4.2 and 2.4.5 the [PTree algorithm (see Section 2.6) is used to gain
knowledge about a node’s location in terms of its path to the internet. Figure 2.7 shows a typical
setup of four nodes with different node characteristics. Table 2.3 lists and explains the different
nodes and their types involved.

We can see that node C subscribed to node B which is an optimal solution for the given nodes
infrastructure. But why is that? Table 2.4 reveals how different network zones are equipped with
bandwidth.

There are three pillars we can identify:

« With this bottleneck in the internet access zone in mind, a system has to be built to perform

optimal in this constraint-space.
« A typical subnet has more than one computer:

- In home computing there could be a standard PC and a laptop installed

— In the corporate environment there surely are a couple of computers

« The nature of backup is that a user who wants to safe his data will want to restore or access

his data from within the same subnet with high probability.
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Network zone | Characteristics

ISP backbones | Over-provisioned

Internet access | Bottleneck, asymmetric

Local subnet Over-provisioned

Table 2.4: Typical network zones characteristics

These pillars lead to the need for local resource priorization. Of course a well-designed dis-
tributed backup system cannot rely only on local resources to safe a user’s data set, but this system
should well balance the given over-provisioning of the local subnet in terms of bandwidth with
using storage of nodes farther away to improve safety. Ubidas” design is built on top of these two

foundation stones. The principles are:
« Fast local restores
« Safe and secure remote backups

To come back to our example in Figure 2.7, node C having node B as its transit node is exactly the
right thing to have. This configuration emerges through the use of the [PTree algorithm (see Sec-
tion 2.6) in the bootstrapping process where for the local-only reachable node C, the best matching
transit nodes in terms of IP tree equivalence are evaluated. In this case it is node B as the primary
transit node. The performance gain by using close transit nodes over random transit nodes are
significant and evaluated in Section 4.1.2.

For other nodes in the example, IPTree determined for node D to select node A as its transit
node. Node A and node B can initiate direct transfers between them to send both messages to
their own node and to their subscribed local nodes.

This concludes the abstraction layer of End2End and we now move upwards the Ubidas layers

to Messaging.

2.5 Messaging

The Ubidas Messaging layer is the foundation for all application-level communication. After
having abstracted the heterogeneous network scopes and different reachabilities in the previous

sections we now have a common ground for the messaging infrastructure to build on. Real end-
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From Guid | To Guid | Message Payload

Table 2.5: A generic message

to-end communication is given and directed messages arrive either directly or over a transit node

to its specified destination.

It is important to note that Ubidas does not support multicast messaging on this foundation
layer. This is a consequence from the abstraction sequence of layer 2 over TCP/IP to End2End.
Multicast on IP-level cannot be achieved when some nodes are behind NATs and located in het-
erogeneous scopes. Because Ubidas is designed also to reach local and shielded nodes, too, mul-
ticast messaging must be re-introduced on a higher level of abstraction. The DHT layer accom-

plishes this and is explained in Section 2.7.

The concept of the basic messaging layer is to provide a generic type of a message. A generic
message is displayed in Table 2.5. One notices the sender’s and recipient’s fields. As an address-
ing schema, IP addresses cannot be used because multiple identical local IP addresses will exist.
Hashing the IPTree path would be an approach. But because some nodes will move to different
networks scopes (i.e., notebook computers) Ubidas uses Globally Unique Identifiers (Guids®) to
identify nodes. A Guid is a 128 bit number which is randomly generated with the SHA-1 crypto-
graphic algorithm which guarantees a very low probability for collision. A node receives its Guid
at first start-up; the new Guid is then stored persistently on the node’s disk. This is important,
because the whole Ubidas addressing and therefore storage lookup infrastructure builds on top

of these Guids.

A generic message record thus only consists of the addressing fields Fr omMvachi neGui d and
ToMachi neQui d and one generic message payload field. In Chapter 3, we will see that the .NET-
based implementation of Ubidas builds on top of a generic Ubi dasMessagePayl oad type by

deriving subtypes for higher abstraction payload type implementations.

Messages on this level are not persistent and any consumer of the basic messaging infrastruc-
ture needs to take care of it. Before the introduction of Ubidas DHT in Section 2.7 IPTree, as an

underlying concept is discussed in the following section.

Shttp://wwv. itu.int/ITU T/asnl/ uuid. htm
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2.6 IPTree - Localization Semantics

Ubidas IPTree is a tree-like structure and a set of generic algorithms that enable localization of a
network node and basic query operations such as compares and sorts on the IPTree structure.

As stated in Section 2.4.6 a real-world p2p system is distributed over different network scopes,
with different reachabilities and bottlenecks. Also it was noted that a backup system should place
some of the redundant data set on close nodes to enable fast restores or possible fast data sharing.

[PTree was briefly mentioned in previous sections and is now introduced in detail. IPv4 ad-
dresses are assigned to ISPs or—in case of provider-independent addresses—individuals in the
form of subnets. ISPs themselves assign one or more IP addresses to their clients. Because of the
mentioned IPv4 shortage, NAT devices must be introduced to enable more computers to connect
to the internet than the assigned number of public IP addresses.

This introduces the known hurdles for real end-to-end connectivity which are bridged by
the Ubidas End2End layer. Now;, like in all classical p2p systems, with the introduction of the
overlay layer, knowledge about the underlying equipment and organisation of the network is lost
due to abstraction. Ubidas re-introduces these semantics with IPTree, bringing back knowledge
about every node’s underlying network location. It is important to mention that IPTree makes
no statement about the real location of a node, but rather about its location in terms of internet
access. For data-centric systems such as p2p backup this is important knowledge that has to be

integrated to optimize the system’s performance (e.g., restores).

2.6.1 IPTree Structure Building

IPTree creation is initiated in the bootstrap phase of Ubidas. A traceroute to Ubidas Index Server
(UIS) is run and its result is formatted in a path-like description of the tree. Figure 2.8 shows a
client node’s path to UIS. Traceroute returns a result packet for every network hop in between.
The tree is built by adding all traceroute hops from top down and the node’s own IP address as
the leaf. An example is displayed in Table 2.6. A path-like representation of node A’s IPTree looks
like this:

62.2.30.1. 62.2.30.65 . 192.168.0.1 . 192.168.0.195

Note the bold dots joining all tree IP addresses.d dots joining all tree IP addresses.
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Figure 2.8: The IPTree concept illustrated: a node sends a traceroute to UIS to determine its IPTree.

Tree node | 1 2 3 4

Type ISP router | ISP gateway | Home router | Local IP address
Node A 62.2.30.1 | 62.2.30.65 192.168.0.1 192.168.0.195
Node B 62.2.30.1 | 62.2.30.65 192.168.0.1 192.168.0.194

Table 2.6: IP trees for two nodes in the same subnet

2.6.2 IPTree Algorithms

Once a node generated its IPTree, it sends it both to the UIS and via DHT broadcast to other nodes

in the system embedded in in its Node Characteristics record.

There are two simple algorithms implemented that can work with the I[PTree data structure:
I sl nSameSubnet and Get O osest Nodes. The method’s names speak for themselves and are

used throughout Ubidas to optimize available local resources.

Comparing two given IPTrees to determine if they are in the same subnet is achieved by com-
paring the second- and third-last nodes of each node’s IPTree for equivalence. Table 2.6 illustrates

two node’s IPTrees that are in the same subnet.

Currently IPTree is used for transit node assignments, local DHT routing, and in a future
version on the transfer layer itself. Performance gains due to Ubidas are evaluated in Section

4.1.3.
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2.7 DHT

With established real end-to-end connectivity throughout heterogeneous network scopes, the lo-
cal resource prioritization with IPTree, and basic messaging, Ubidas is equipped with the tool set

to build a real-world, adaptive p2p system.

The goal of Ubidas is ultimately to backup users’ data in a safe, secure, and efficient manner.
With these central design goals in mind, the resource lookup, storage, and restore component
must be highly reliable and not negatively impacted by system growth. As introduced in the Re-
lated Work Section 1.3, distributed hash tables (DHTs) are well-suited for the task. They provide
a basic key/value lookup service for p2p systems. Once basic key/value lookup is implemented,
the upper layers of encryption, record persistency, and redistribution, table of contents, and the

actual storage layer can be built on top of this solid foundation.

Ubidas DHT directly builds on the messaging layer. To the common message type with its
fields indicated in Table 2.5 is extended with DHT-specific fields. The most important is the time-
to-live (TTL) field. DHT algorithms use a special kind of flooding with O(log n) complexity. To
prevent infinite flooding of the system, the TTL field is decreased every time a node receives a

DHT record query. If it is 0 after decreasing, the node does not redistribute the request further.

It has been shown that standard DHTs have several weaknesses which will be addressed in

the Ubidas DHT implementation.

Key/value pair as the low-level storage entity in a DHT is somewhat not enough as a descrip-
tive name because Ubidas will extend this. Define: DHT Record as a tuple of a key with a value in
the given key space, a sequence of bytes as the value, and possible other fields. A key is called ID
in Ubidas.

When designing a DHT, the first decision is of how large a key space one wants to have. The
key space is the numeric range in which a valid DHT record ID must lie. Chord used a 128 bit
key space which has already a very low probability for collisions. To further reduce the collision
probability and better prevent splitting attacks, Ubidas introduces a 512 bit key space. A Ubidas
DHT ID thus uses 64 bytes or 128 bytes in octet string representation. 2°12 is a huge number and
demands special types beyond built-in system types to work with. The implementation details
are explained in Section 4.1.1.

Figure 2.9 illustrates the Ubidas key space ring. It starts at 0=0x000. . and ends at 2°!?

=0xfff.. atthe top of the circle. Now for a given sequence of bytes named value, a crypto-
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graphically strong hash is created with the SHA-512 managed algorithm® to form the ID. Figure

2.9 also shows such an ID placed on the key space ring.

Oxffff.. ffff = 2°12

0x23E5..87F

Figure 2.9: The DHT concept

The weaknesses of classic DHTs such as Chord were already stated in Section 1.2.3. Figures
2.10 shows a simplified classic Chord DHT.

In a classic DHT, the key space is divided into node responsibility segments. Consider the
generated ID from before, again. Notice how the hash value comes to lie in the “upper-right to
right” segment and the responsible node is A. If node A now leaves, node B and D close the gap
and B will be appointed responsible for that ID. The rate of joins and leaves to/from the system
is also called the churn rate. Management effort is defined as the effort needed to re-organize the
responsibility ranges due to joins/leaves. In a real-world p2p system the churn rate is relatively
high. A quick estimation for a system of size N = 1’000’000 nodes, with an average node behavior

of two system starts per day for 4hours each, shows this:

ttp://msdn2. microsoft.com |ibrary/system security.cryptography.sha512managed. aspx
6h /I medn2. mi f mlib / i h ha512 d
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Average running time of node t,ynning = 4h
System starts per node per day n,cpoor = 2
Average total uptime per node per day t., = 8h = %d
Joins/Leaves per node per day Crone node = Mreboot * 2 = 4joines/leaves
(doines/leaves

Joins/Leaves for the system per day C7sysiem = CTone node * N = 400000 p

Churn rate (joines/leaves per system per hour) cr = Zrsstem. — 166/666.666 .27/ leaves

This is a huge number for the management effort and without basic optimizations it would
not scale; the management overhead would be more than payload traffic. One quick optimization
Chord adds, is the redundancy factor r. It assigns more than one node for each responsibility
segment. This allows a relaxed management effort. Therefore gaps from a leaving node do not
lead to a hole in the key space ring because other nodes are responsible for the same segment.

One issue with this kind of redundancy is the fixed start- and endpoints for a given segment.
This static segmenting still allows for splitting attacks and there is a direct negative trade-off
relation between the size of r and the needed management effort. Ubidas addresses both issues

with two new concepts, Cycle Redundancy and Derive Fraction Redundancy.
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Figure 2.10: A Classic Chord DHT: static segments for node responsibility ranges.
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2.7.1 Cycle Redundancy

Ubidas Cycle Redundancy is a similar concept like the redundancy factor 7 in Chord. the main
difference is that it has not fixed segments that are replicated to other nodes to take care of. In-
stead, every node is responsible for a segment starting with his individual ID.

Chord also needs coordination with neighbor nodes to determine a node’s responsibility range,
whereas Ubidas uses metainformation about the system to achieve the same. In the bootstrapping
process a node queries UIS for a set of system parameters such as the total system size N and the

redundancy factor r. To determine its range length, the following formula is used:

Key space max value M AXj,, = 2°12 — 1
. _ MAXey
Even distribution node range length rangecven distrivution = —f—>

Node range length with redundancy rangeredqundant = rangecven distrivution *

Figure 2.11 illustrates the overlapping ranges of nodes A,B, and C. All these nodes are respon-
sible for serving the illustrated DHT record.

This redundancy helps relax management efforts. A huge advantage is that it scales with the
system. If for example N <= r, every node will be responsible for one full circle of the DHT key
space ring. This allows Ubidas to be deployed to considerably small systems that run on a small
set of nodes or to semantic overlay networks that sometimes partition DHTs down to a small size

for semantic-optimized routing and resource discovery [Comito et al., 2006].

2.7.2 Derive Fraction Redundancy

The second optimization to the DHT is a completely new approach called Derive Fraction Redun-
dancy. A major problem with classic DHTs is the relatively large attack surface for splitting attacks.
In these attacks, an evil user uses a substantial amount of machines, all with the same or a similar
node ID and joins the system. Once the system is reorganized, giving a segment of the DHT key
space ring to be managed by these nodes, the attacker pulls the plug on all his instances at the
same time. All DHT records in the respective segment are lost. Ubidas Cycle Redundancy makes
it harder for an attacker because it uses dynamic range start points and nodes assign their ranges
individually, not caring about any neighbors. It is still possible though to critically weaken the
system. Therefore Derive Fraction Redundancy is introduced. The core idea is to replicate a DHT
record over the DHT key space ring. Table 2.7 shows a list of evaluated key derivation strategies

and their characteristics.



2.7 DHT 35

Figure 2.11: Ubidas DHT Cycle Redundancy: overlapping node responsibilities for the same ID on the key space ring.

The third strategy Derive Fraction offers the best approach, being computationally simple and
covering the whole key space circle. The derive fraction strategy evenly distributes a copy of a
DHT record in a polyangular way over the whole key space. Figure 2.12 illustrates the derive
fraction redundancy strategy with a factor of 4. This approach applied, Additionally to nodes
A, B, and C, nodes D, E, E G, and H become responsible, too. The derived DHT records are
indicated in gray. A special feature to prevent unnecessary management efforts is that derived
records are marked with the fraction applied to reconstruct the so-called originary DHT record.
A node periodically goes through all stored records and re-broadcasts all originary records to
nodes it determined responsible. This relaxed, digest-style record management reduces heavy
re-synchronization efforts. Derived records are not re-distributed as they only represent backups
of the originary DHT records. This is of course a trade-off between storage requirements and
redundancy. Keeping record size at a minimum, a large combined redundancy is feasible as the

evaluation shows in Section 4.1.1.
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Strategy Characteristics Key space coverage
Inversion Invert a DHT key. Adds redundancy of 1 Full
Fraction Create fractions of key such as % x key, % x key, .. | Partial. (0..key)

% * key. Adds redundancy of f — 1.

Derive Fraction | Creates spacial redundancy by adding % * M AXj., | Full

to key where f is a constant, f — 1 representing the

added redundancy and z is varied in [1..f).

Table 2.7: DHT key derivation strategies

Figure 2.12: Ubidas DHT Fraction Redundancy: deriving a DHT record to distribute copies evenly over the key space

rng.
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2.7.3 Persistent Record Storage

Up to now, it was explained how DHT records are created, routed, and how a node’s responsi-
bility range is determined. To retain DHT records beyond a node’s shutdown, a persistent record
store has been implemented. If a node is responsible for a received node it needs to update its per-
sistent store. First, the record is serialized with XmlSerializer’. This serialization process yields a
XML string describing the record’s instance but not a full description of its type and fields—rather
it’s the minimal needed description to recreate the instance, later.

A sample, unencrypted serialized record can be seen in Listing 2.1. This represents a simple
DHT record with its payload “Paris”. Note also the field Fraction with its value 0.3 which denotes
that this current record is a derived record.

Storing the serialized string on the hard disk is technically straight-forward, but considering
the possible 2512 records, writing every serialized record in its own file is unfeasible due to mod-

ern operating systems file system limitations. This issue has been evaluated in Section 4.1.1.

<?xm version="1.0"?>

<Ar r ayOf DHTPer si st ent Recor d
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena" >

<DHTPer si st ent Recor d>
<Last Modi fi edDat eTi me>2008- 02- 29 .. </ Last Modi fi edDat eTi me>
<HashRecor d>
<HashKey>K8XPn54n0R5Ku .. SSKRZi opr dGvVzBj Vg==</ HashKey>
<HashBase>UABhAHI Aa@BzAA==</ HashBase>
<TTL>3</TTL>
<Fraction>0. 3</ Fracti on>
<Recor dPayl oadHash />
<Recor dPayl oad>
<Recor dName>Par i s</ Recor dNanme>
</ Recor dPayl oad>
</ HashRecor d>
</ DHTPer si st ent Recor d>

</ Arr ayOf DHTPer si st ent Recor d>

Listing 2.1: Persistent, serialized, and unencrypted DHT record

When a node receives a DHT request it converts the given ID—the 512 bit hash key—to its
persistent file representation. Listing 2.2 illustrates a typical path with its three groups of 16 bytes
long folders. This grouping of the DHT ID into 4 segments yields 32 bytes in hexadecimal format;

“http://msdn2. microsoft.conllibrary/system xm .serialization.xm serializer.aspx
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thus every ID byte is converted to its 2 byte hexadecimal representation. This is needed so that
special characters and no case sensitivity is needed in the folders. To reduce overall file size, the
last 16 bytes of the ID space are grouped into one file named hash. This can be seen by the XML tag
ArrayOfDHT PersistentRecord used in Listing 2.1—multiple DHT records with the same leading 48
bytes (or 96 bytes in the hexadecimal form which is used in the folder names) are stored in the

same file.

C: \ ubi das\ dht\ 5EF902CC615B04517DED110904CAA504\ 3A2590 .. A1C340\3CBB02 .. 23253B\ hash

Listing 2.2: Persistent DHT Record Path

2.8 Encrypted DHT

Up to now, DHT records in Ubidas were cleartext, as illustrated in Listing 2.1. Every node can see
the contents of a DHT record (no confidentiality) and a record’s authenticity is not protected—a
tampered node can not be distinguished from a authentic node. As a preparation for the TOC
layer described in Section 2.9 encrypted DHT records are introduced in this section.

The RijndaelManaged® algorithm is used to encrypt data throughout Ubidas. Rijndael is a state-
of-the-art encryption standard. Key and block sizes can be varied; Ubidas uses 256 bit.

The generic base class of RecordPayloadBase is extended so support encrypted record payloads.
The derived type is DHTEncryptedRecordPayloadBase. Listing 2.3 shows an excerpt of a serialized,
encrypted DHT record. Note that the derived type of the payload is specified. DHTEncrypt-
edRecordPayloadBase is a pure encapsulation layer; the nested type of the encrypted payload is
specified in the field RecordPayloadTypeName which must be a derived class from RecordPayload-
Base, again. The actual payload is stored in the field EncryptedRecordPayload and can only be

decrypted with a known key and initialization vector (IV).

29 TOC

The Ubidas table of contents (TOC) layer sits on top of the Encrypted DHT layer presented in
previous Section 2.8. Where DHT and the secured Encrypted TOC are designed to store a flat
structure of key/value pairs, TOC is an abstraction layer on top, introducing hierarchical data

structure storage. The obvious use for that in Ubidas is the actual table of contents describing the

8http://medn2. microsoft.cont|ibrary/system security.cryptography.rijndael managed. aspx
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<HashRecor d>

<Recor dPayl oadHash>6gZSt xt +bQL8 .. xz7VFzQ==</ Recor dPayl oadHash>
<Recor dPayl oad xsi :type="DHTEncrypt edRecor dPayl oadBase" >
<Recor dPayl oadTypeNane>Hi er ar chi cal Recor d</ Recor dPayl oadTypeNane>
<Encr ypt edRecor dPayl oad>w+Qg .. Uz890</ Encrypt edRecor dPayl oad>
</ Recor dPayl oad>
</ HashRecor d>

Listing 2.3: Excerpt of persistent, serialized, and encrypted DHT record

user’s directories and files. But its design is not limited to that and can be used to implemented
a persistent, safe, and reliable hierarchical data store such as a genealogical tree, organizational
structure, or a library classification system.

The base type to use for TOC records is HierarchicalRecord. Ubidas implements several de-
rived types that represent the hierarchical organization of a user’s resource structure. Table 2.8
illustrates the different TOC record types in logical, increasing order. References between the TOC

records are established with simple DHT IDs to the respective records.

2.9.1 Hierarchical Key Sharing

To allow dedicated sharing of resources, Ubidas introduces a hierarchical key system. This allows
a user to share one single key with another user to allow read access to the specific file system item
and to all items below in the hierarchical tree. The detailed key generation algorithm is explained

below.

2.10 Transfer

The top layer of the Ubidas communication stack is the transfer layer. In this thesis the main
focus was set on a solid underlying communication stack up to and including the Ubidas TOC.
A simple Win32 client application was written as a proof-of-concept, linking the Ubidas Sentinel
queue together with the TOC to generate and replicate folder structures in real-time into the
Ubidas system.

The foundation Ubidas supports with its communication stack can be used straight-forward
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Type Description Children

HierarchicalRecord | Base TOC record type. All follow- | Virtual type
ing records derive from this.

UserRecord A wuser record identifies a user | A list of machines associated
with his ID (Email). with the user.

MachineRecord Machine records are associated | A list of file system records
with a user record. It repre- | as references to a machine’s
sents a physical machine, iden- | drive(s).
tified by its machine guid.

FileSystemRecord | Respresents a generic file system | The children records are point-
object such as a drive or direc- | ers to sub directories (pointer to
tory. Its parent is a reference | FileSystemRecord) and/or file
to either, in the case of it be- | records.
ing a drive, a machine record or
otherwise to another file system
record.

FileRecord File records are leaves in a tradi- | A list of references to file chunk

tional file system tree. Here they
represent a bucket structure for

its file chunks.

records.

Table 2.8: Derived TOC records represent a user's resource tree structure
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to implement any distributed storage application including backup. It was originally intended
but then considered beyond a realistic scope in terms of time available to fully implement the

transfer layer and thus left open for future work.

2.10.1 Decoupling of TOC and Transfer Layer

The design of Ubidas decouples Transfer from TOC. This enables a stack-oriented approach to
“plug-in” any distributed storage application layer on top and optimally take advantage of the

Ubidas communication stack.






Implementation

After discussing the fundamentals of Ubidas in Chapter 2, the following Implementation chapter

explains the technical background and implementation. It is structured into the following three

core sections:

+ Technology Evaluation: A detailed description of the technology evaluation that lead to the

current implementation of Ubidas.
+ System Architecture: Discussion of selected class structures and instance handling in Ubidas.
 Implementation Highlights: A few implementation highlights with basic code samples.

and closes with a technology conclusion section. The implementation of Ubidas consists of about
8000 lines of code, it is thus beyond the scope of this thesis to go into every detail of the imple-
mentation and therefore a selection had to be made on selected highlights. The complete source

code is included in the accompanying CD-ROM.

3.1 Technology Evaluation

At the beginning of this diploma thesis a suitable technology platform had to be evaluated and
selected. This section outlines the path that led to the final technologies used.

The criteria for the technology evaluation were centered around the following core principles:

- State-of-the-art: The technology platform should be up-to-date in terms of industry stan-

dards (e.g., full support for XML serialization, service abstraction, etc.)
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+ Service-orientationServices should be supported on a highly abstracted level and indepen-

dent from its implementation—separation of function from configuration.

« Solid platform: Recent platform advancements such as memory protection, garbage collec-
tion, and an overall platform ecosystem with integrated development environment (IDE),
broad APIs, extensive documentation, and community support are vital for fast develop-
ment and reliable results. Further, more platform independence should be achievable with

minimal effort.

These allow us to fulfill the goal behind the central ideas of this thesis; to actually build a solid
system, rather than implementing a scripted prototype.

Microsoft’s NET Framework! (NET) was chosen as the base technology platform. .NET covers
all goals stated above: with Microsoft’s major focus on shifting its own implementations toward
NET and broad industry adoption, it is a strong competitor to Java.> With its .NET version 3.0,
Microsoft introduced Windows Communication Foundation (WCF), a cornerstone for networked
applications. Details on WCF will be explained in Section 3.2.

Platform independence can be achieved by running the .NET code in the Mono environment

that supports beyond Windows also Linux, Solaris, Mac OS X, and Unix.3

3.1.1 BitTorrent

The BitTorrent protocol is a popular p2p protocol mainly used for data distribution, such as file
shalring.4 It uses a few central index servers, also known as trackers, that hold information about
which nodes store which data. An extension enables BitTorrent to function tracker-less with the
help of a DHT. BitTorrent was first considered as a p2p layer to implement Ubidas. First, a suitable
library had to be found.

MonoTorrent

MonoTorrent is an open and free—under MIT/X11 license—.NET BitTorrent library.”. Develop-
ment of a p2p application based on MonoTorrent is straight-forward and would have made the

implementation of Ubidas much easier.

Thttp://msdn2. mi crosoft.cont net f ramewor k/
2http://java. sun. com

3htt p: // www. nono- proj ect . cont

4http://ww. bittorrent.com

Shtt p: // www. monot or rent . com
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Evaluation

An early proof of concept prototype of Ubidas was developed using MonoTorrent. A known
weakness of BitTorrent is, as in many other p2p protocols, its ultimate inability to prevent freerid-
ing.® BitTorrent uses the so-called tit-for-tat principle to create an incentive not to freeride: nodes
that request data from another node in the network need to offer some bandwidth on their own
to the targeted node.

After conceptual considerations and extensive discussions with Alan McGovern, the creator of
MonoTorrent, an alternative to BitTorrent in general had to be considered. The main reason is that
tit-for-tat works great for resources that are accessed by a lot of users—users to files ratio acts like
m : 1. In a backup system on the other hand, the principle is inverted because one user typically
has numerous files that are not requested by other nodes—1 : n. This practically eliminates the
positive effects of tit-for-tat in p2p file sharing applications for p2p backup systems and with the

current specification of BitTorrent, there is no way to prevent freeriding ultimately.

3.1.2 Peer Name Resolution Protocol (PNRP)

An alternative to BitTorrent had to be found. WCF looked promising as it offers its own p2p stack,
called Peer Name Resolution Protocol (PNRP).”

Introduction

PNRP is a DHT-like distributed key/value cache store. It is excellent for routing purposes to
reach nodes behind firewall and NAT devices as it abstracts real end-to-end connectivity with the

help of Teredo tunneling.?

Evaluation

PNRP is available in version 2 as of the date of writing of this thesis. Several tests were conducted
using PNRP routing and issues were identified for special NAT/firewall configurations: when
used for nodes with a public IP address, but shielded behind a port-restricting firewall, the PNRP

stack showed timeout-like disconnection behaviors that make it unfeasible for this kind of p2p

SFreeriding is the act of a node only benefiting from a p2p network without adequately donating its resources (i.e.,

bandwidth) to other users.
"http://technet.mcrosoft.conflibrary/bb726971. aspx
Shttp://ww. i etf.org/rfc/rfca380.txt
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system. Also the gateway at the university assigns a wireless node a public IP but restricts access
to the internet before the node is authenticated. For authentication a user visits special catch-all
websites where credentials are entered and verified by the gateway. PNRP determines within
the first thirty second after a reboot which tunneling mechanism to use based on the assigned IP
address. If the IP address is from a public range, PNRP uses 6to4, a IPv6 to IPv4 encapsulation
technique’ but because the user was not fast enough to authenticate, the correct tunneling method
would be Teredo instead. It is hard to change the tunneling method for a normal user and requires
administrator privileges. Therefore PNRP had to be dropped from consideration for the Ubidas

implementation.

3.1.3 Technology Evaluation Conclusions

The p2p technologies evaluated showed that for a p2p backup system a tailor-made p2p layer is
needed to fulfill the outlined design goals in Section 1.3.

3.2 Windows Communication Foundation (WCF)

Windows Communication Foundation (WCF) was introduced with .NET Framework 3.0. In the

following sections, a brief introduction to its characteristics that are of interest for Ubidas is given.

3.2.1 Introduction

WCF is a set of application programming interfaces (APIs) providing an advanced networking
stack. A developer can choose from a variety of transport mechanisms, security configuration

options, orchestration, etc.

3.2.2 Service-Oriented Architecture (SOA)

A major benefit is its tools and libraries to build consistent service-oriented architectures. Al-
though SOA is a buzzword and often overused, it is a ground-breaking revolution of how ap-
plication components interact with each other. WCF takes SOA to the level where even within

the same machine, processes can communicate with each other in a SOA-like manner with named

http://ww.ietf.org/rfc/rfc3056.txt
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pipes, called net.pipe in WCFE.X This might sound like an over-design but the consistent separation
of function (code) from configuration makes an application extension from two communicating

processes, with a change of configuration only, to communication with a distant computer easy.

3.2.3 Endpoints: Address, Contract, and Binding

The underlying principle of the above mentioned separation is implemented in the concept of
endpoints in WCF. As Figure 3.1 shows, an endpoint consists of an address, a contract, and a
binding. This allows a single application to have various endpoints for different consumers of
the same service, without the need for a single change in the service code (function) itself. A
service client can then choose whatever endpoint suits its needs best. More information about the

concept of endpoints can be found on the Microsoft MSDN site.!!

Binding

Figure 3.1: WCF Endpoints consisting of Address, Contract, and Binding

3.2.4 Evaluation and Restrictions

While WCF is not a p2p library it was a good starting point as a network stack to build Ubidas
on top. The first Ubidas communication stack layer that sits directly on top of the WCF APIs is
Ubidas End2End, as explained in Section 2.4.

A major advantage of using WCF is that in future work, Ubidas can be easily extended to

serve low-level system read-only clients such as web browser over an exposed RESTful API. To

Whttp://medn2. mi crosoft.con |ibrary/ ms788992. aspx
Hhttp://medn2. mi crosoft. cont|ibrary/ aa480210. aspx
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implement RESTful web services, WCF holds a variety of standards-compliant configurations
ready—without any need for code changes.

From an implementation perspective, it meant more work to re-build all abstraction layers
outlined in Figure 2.1. But having a solid foundation of distributed, secure reliable, and real

end-to-end communication will help for future work to rapidly build systems on top of Ubidas.

3.3 System Architecture

This section presents selected system architecture elements. First, two central class hierarchy dia-
grams are introduced to show the use of pure object orientation in a p2p system, then issues such
as instance handling and performance are explained in the second section to outline limitations

and optimizations made to overcome them.

3.3.1 Selected Class Diagrams

Two central class diagrams were selected and presented in the following sub sections. It is in-
teresting to note that object-orientation made the design of the central TOC component very
straight-forward, enabling generic serialization for persistent DHT records including base and

derived types for detailed characteristics implementation.

Ubidas Message Payload Class Structure

The message payload class hierarchy is displayed in Figure 3.2. The basic concept is that for an
Ubidas message, there is one base type, Ubi dasMessagePay| oad to represent a the generic
payload of a message in Ubidas. It can be as simple as a string message (Ubi dasStri ng-
MessagePayl oad), more complex for DHT records (DHTRecor dBase, DHTRequest Recor d,
and DHTResponseRecor d), or for node characteristics updates broadcast messages between
nodes (NodeChar act eri sti csUpdat eRecor d).

WCF supports derived types for services. This is an important feature because it allows ser-
vices to handle messages transparently without needing to know about a derived type’s inner
workings! Ubidas is designed to bubble-up message events to subscribers based on the received
message payload type. This allows for a plug-in-like infrastructure and extensibility on the im-

plementation level—without any changes needed to the base Ubidas End2End layer.
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LUbidasMessagePayload gj

Class

‘ DHTRecordBase ¥ DHTRequestRecord ¥ DHTResy d ¥
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-+ UbidasMessagePayload
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-+ Ubidash load -+ Ubi load

Class
- Ubi load

Class

DHTProctectedRecordB... ¥/
-+ DHTRecordBase

Figure 3.2: Ubidas Message Payload Class Structure

Ubidas TOC Class Structure

As mentioned in Table 2.8 Ubidas” TOC records are hierarchically structured to represent the real-
world hierarchy structure in a user’s file system. In the actual implementation, the TOC record
types all derive from the same parent class, DHTRecor dPay| oadBase which is a member of the
aforementioned DHTRecor dBase class. Hi er ar chi cal Recor d is a derived DHT record type to
handle the nature of the hierarchical file system structure. Its deriving child classes are, in logical
order, User Recor d, Machi neRecor d, the generic Fi | eSyst enRecor d that handles drives and

directories, and Fi | eRecor d.

DHTRecordPayloadBase ¥

Class

e
HierarchicalRecord ¥ ChunkRecord ¥ DHTEncryptedRecordPayloadBase ¥
Class Class Class
— DHTRecordPayloadBase + DHTRecordPayloadBase —+ DHTRecordPayloadBase

A

w

MachineRecord ¥ FileSystemRecord ¥
Class Class

FileRecord UserRecord
Class Class

-+ HierarchicalRecord =t HierarchicalRecord =# HierarchicalRecord =¥ HierarchicalRecord

Figure 3.3: Ubidas TOC Hierarchical Class Structure
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3.3.2 Instance Handling and Performance

There are three known meanings of instance handling in service-oriented applications: application
or service instance handling or service instance hosting. In an effective distributed application,
instance handling is central to the uptime of a system. Ubidas can be configured to launch at
startup as one background running process. Alternatively, suitable for server nodes, Ubidas could
be hosted in a Windows Service without the need for a user to sign-in first.

On the other hand, service instance handling concentrates on how to handle individual service
instances. There are two basic modes: singleton and multiple (i.e., per call or per session instance).
While the first has memory footprint advantages, the later can perform much faster under heavy
request load. A central issue with singleton handling is that every call has to be queued and the
next call will only be handled, when the earlier has completed. If the service communication
pattern is asynchronous or heavy load is a characteristic of the system, this becomes unfeasible.

Ubidas uses long running (i.e., 20 seconds) poll calls that hang before the service returns a
result. This pattern is used for private clients that need to subscribe to a transit node. Once
the transit node has an incoming message for the requesting node, it returns the polling call
immediately with ¢rue, indicating that transit items are pending, otherwise it returns false after
the pre-specified timeout.

This makes it unfeasible to run Ubidas services in singleton service mode and multiple in-
stances (i.e., threads) must be enabled. Multiple threads draw the consequence of proper multi-
threading which is hard, especially in distributed applications. During the development of Ubidas,
numerous tests and optimizations were conducted to find the most suitable configuration of the
parameters: maximal service instances, thread pool size, and asynchronity of service calls. The findings
in the case of Ubidas is to throttle service instances to less than 20 and to leave the thread pool
size for fire-and-forget-style send operations at 25 threads. Asynchronity can still become an issue
to resource locking, blocking other waiting calls in the individual handling threads behind the
service facade. Handling operation service calls synchronously and as fast as possible is key to
fast performance. In a service application this can be measured by effective successful method
calls per second. In Ubidas this was measured on an application level—up to 40 messages per
second were measured as sustained operations throughput.

The third aspect of instance handling is service instance hosting. Services must be hosted
by a process that continuously runs on the operating system and waits for incoming calls. In
WCF service hosting is completely detached from the actual code and is only a question of the

respective configuration settings. WCF offers the following service hosting scenarios:
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+ Internet Information Services (IIS): IIS is the web server suite for Windows Server operat-
ing systems. Hosting services is only feasible for servers as most client operating systems

do not run a web server.

« Windows Activation Services (WAS): To host services independent of a parent application,
WAS was introduced in Windows Vista. WAS is a container process, installed as a Windows
service that hosts WCF services, only. This is suitable for light-weight WCF applications

that have a thin service layer (e.g., a service orchestration service).

« In-process hosting: The last option is to use in-process service hosting. This simply means
that a WCF service is hosted from within a client application. This can be a simple console

application or a more complex WinForms application that has a GUL

Ubidas services are hosted with the in-process hosting method. Allowing the Ubidas Controller

application to host the WCF service layers.

3.4 Implementation Highlights

The following sections are code-centric and show the usage of single Ubidas components in code.
They are simplified for better readability. The fully functional implementation of Ubidas can be

found on the accompanying CD-ROM.

3.4.1 Sentinel

Ubidas Sentinel can be configured to:

« include certain directories and whether to include their subdirectories,
» exclude certain sub-directories within included directories, and

+ exclude certain file types from included directories.

Listing 3.1 shows such a configuration section of Ubidas Sentinel. The code is fairly self-
explanatory; worth noting is line 6 where all t enp directories are excluded from sub-directories
of c: \users. An example for exclusion is c: \user s\j ohn\t enp. On line 9, several file types
are excluded from Sentinel. This makes sense for temporary and large, frequent-changing files

(e.g., *. ost for Microsoft’s Outlook offline cache) that should be saved with an application-level
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Senti nel CoreConfig config = new Sentinel CoreConfig();
config. Fil eWatcher Confi g. AddDirectories(new string[] { @c:\users" },true);
config. Fil eWat cher Confi g. AddDi rectories(new string[] { @d:\pictures" },true);

config. Fi | eWat cher Confi g. AddExcl udeDirectory(@c: \users\*\tenp");
config. Fi | eWat cher Confi g. AddExcl udeDirectory(@c:\pictures\old");

string[] excludeExt=new string[] { "dat", "log", "tnp", "db", "ost", "pst" };
config. Fi |l eWat cher Confi g. Excl udeExt ensi ons. AddRange( excl udeExt) ;

Sentinel Core core = new Sentinel Core(config);
core. StartCore();
core. Fil eSystenl t enlJpdat ed
+= new Senti nel Core. Fi | eSyst en t enlUpdat eEvent Handl er (core_Fi | eSyst eml t enlUpdat ed) ;

Listing 3.1: Sentinel Configuration, Event Subscription and Launch

backup plug-in that understands the file’s semantics. Finally on line 14/15 a client—in this case
Ubidas Core—subscribes to the Sentinel file system events. An event is fired for every changed

file matching the specified rules.

3.4.2 Basic Messaging

Ubidas End2End presented in Section 2.4 enables real end-to-end communication. This level of
abstraction allows for simple operation invocations to send basic, unencrypted messages from
node to node.

Listing 3.2 shows how a basic string message is constructed and sent to another node in the
Ubidas system. Lines 1 and 2 instantiate and start the Ubidas Core. Line 6 specifies the unicast re-
cipient of the message with the target node’s machine guid. As the message payload, an instance
of the message payload type Ubi dasSt ri ngMessagePay!| oad is created on line 7. Finally the

message is submitted for delivery to the Ubidas Core sub-system on line 10.

3.4.3 DHT Operations

The following two sections show how basic DHT operations are performed. The first section
writes simple unencrypted DHT records to, whereas in the second section they are being retrieved

from the Ubidas DHT sub-system.
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Ubi dasCor e ubi dasCore = new Ubi dasCore();
ubi dasCore. Start();

Ubi dasMessage stringMessage = new Ubi dasMessage();

stringMessage. FronVachi neGuid = ownQui d;

stringMessage. ToMachi neGui d = new Qui d("3e27d121- 645e- 4f 22- b2e6- ce85ba48eed4") ;
Ubi dasStri ngMessagePayl oad stringPayl oad = new Ubi dasStri ngMessagePayl oad() ;
stringPayl oad. Stri ngMessage = "hi there!";

stringMessage. MessagePayl oad = stringPayl oad;

ubi dasCor e. Send( stri ngMessage) ;

Listing 3.2: Basic Messaging In Ubidas

Ubi dasCor e ubi dasCore = new Ubi dasCore();
ubi dasCore. Start();

ubi dasCor e. DHT. Put (ubi dasCor e. DHT. Cr eat eQpenRecor d( " New Yor k")) ;
ubi dasCor e. DHT. Put (ubi dasCor e. DHT. Cr eat eOpenRecord("Paris"));
ubi dasCor e. DHT. Put (ubi dasCor e. DHT. Cr eat eOpenRecor d( " London"));

Listing 3.3: DHT Put Operation in Ubidas

DHT Put

Commonly write operations to a DHT are named put. Lines 4 through 6 in Listing 3.3 submit new
DHT records to the Ubidas DHT sub-system. Note that these calls are non-blocking as a delivery
queue is filled in the sub-system and delivery is performed by a background thread pool.

DHT Get

To retrieve DHT records, the commonly named get operation is invoked. Listing 3.4 retrieves the
written DHT records from Listing 3.3. Note that lines 6 and 7 are blocking lines with a maximum
failure timeout of currently five seconds. The DHT sub-system sends out a DHTRequestRecord
asking for the specified hash value. If the returned record is not null, it is displayed in the console
on line 10.

Note that for simplification and illustration purposes only, on line 7, an open record is created
with the message string as the payload argument. This would of course make no sense in reality

and a hash from a TOC store would be supplied to retrieve the corresponding DHT record value.




54 Chapter 3. Implementation

Ubi dasCor e ubi dasCore = new Ubi dasCore();
ubi dasCore. Start();

foreach (string nmessageString in new string[] { "New York", "Paris", "London" })
{
DHTResponseRecord responseRecord
= ubi dasCor e. DHT. Get ( Ubi dasTool s. Cr eat eOpenRecor d( messageSt ri ng) . HashKey) ;
if (responseRecord != null)
{
Consol e. Wi telLi ne("Response: " + responseRecord. DHTAnswer Recor dPayl oad. Recor dNane) ;
}

el se

{

Consol e. Wi teLine("Response was null");

Listing 3.4: DHT Get Operation in Ubidas

This construct though is very useful to test successful DHT writing and retrieving.

3.5 Running the Ubidas System

The Ubidas system does not need to be installed to run. It is enough to simply copy-paste the
binaries to a target node and execute the Ubidas Controller. As a prerequisite .NET Framework
3.0 is the only required component other than a Windows operating system. Note that the code
can also be compiled under Mono to run on a variety of operating systems (untested). The Ubidas
Index Server (UIS) is a simple console application that can be integrated in a service wrapper to
run at startup. As a cache database, UIS uses Microsoft SQL Server Express 2008.12 The database
file on the accompanying CD-ROM can be attached to the SQL Server and no further linking from

within the application is needed.

3.6 Implementation Conclusions

This chapter outlined the technology evaluation path taken, introduced WCEF, explained selected

class diagrams of hierarchical Ubidas data structures, and discussed some implementation high-

12Microsoft SQL Server Express 2008 is free and can be downloaded from: ht t p: / / www. i cr osof t . conf expr ess/
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lights of Ubidas. After the implementation Ubidas, a clear conclusion can be drawn: p2p overlay
libraries for the real world must be designed specifically to meet the unique application needs in

terms of:
« reachability in terms of real end-to-end connectivity,
- robustness and reliability,
« security, and
- flexibilty.

WCF proved to be a solid base layer for a service-oriented p2p system such as Ubidas aspires to
be. It offers a wide variety for future complementary implementations such as a RESTful interface
for low-tech clients (i.e., web browsers), easy portability to other platforms, including feature
and resource-restricted mobile devices, etc. The effort to bring this level of abstraction (Ubidas
End2End, DHT, and TOC) to Ubidas was higher than applying an off-the-shelf p2p library, but

the learn-effects and pinpointed improvements were more than worth the extra effort.






Evaluation

The previous Chapters 2 and 3 explained the concepts and implementation of Ubidas. Because
Ubidas introduces several new concepts, some aspects of the system were already evaluated qual-

itatively and compared against similar systems. These include:
1. End2End in Section 2.4 presenting real end-to-end connectivity,
2. IPTree in Section 2.6 introducing concept of prioritization of local resources, and
3. DHT in Section 2.7 with its two new redundancy principles.

The goal of this chapter is to evaluate certain selected highlights of Ubidas qualitatively in
Section 4.1 and quantitatively in Section 4.2. A central idea in the design of Ubidas is its holistic
approach. Most systems concentrate on a certain aspect such as DHT record distribution effective-
ness in Chord [Stoica et al., 2001] and evaluate its performance against the same parameters in
similar systems. Ubidas is more like a mash-up in the sense that it combines known concepts,
improves certain aspects of them, and chooses parameters such that the design goals outlined in
Section 1.3 are met. This trade-off dilemma of conflicting goals was explained in detail in Section
1.3.1. The Section 4.2 Numeric Analysis and its results thus have to be read with these remarks in

mind. Finally Section 4.3 discusses the limitations of Ubidas.

4.1 Selected Evaluation Highlights

Additionally to the discussed concepts in Sections 2.4 through 2.7, selected highlights of Ubidas

are evaluated qualitatively in this section.
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4.1.1 Persistent DHT Store

Ubidas DHT has a key space capacity of 2512, Because DHT records must be retained beyond
runtime, they are stored persistently on the node’s hard disk. 2°!? is a large number and modern
operating systems cannot deal with such large numbers in terms of built-in types and modern
file system such as the New Technology File System (NTFS) cannot handle so many objects (i.e.,
directories and files). The first issue is addressed with the help of an open source implementation,
titled Biglnteger.! A Bi gl nt eger object can hold any size of an integer number. The second issue
is harder to deal with; NTFS has a limit of 232 — 1 addressable objects (i.e., directories and files)
per volume.? This makes it impossible to create one file per DHT record as it would not be able to
scale to the full key space limit of 2°'?. On the oder hand, NTFS has a minimal file size allocation
of 4 kilobytes. An average unencrypted DHT record in Ubidas consumes only about 1 kilobyte:
storing every DHT record in its single file would, again, be suboptimal.

Under these two constraints, Ubidas established an optimal concept for a persistent DHT store
with a key space of 2512, Its design is evaluated in this section. The optimal solution was found
in a constraint-oriented process: an Excel file was created, containing all constraints and system
parameters that influence the persistent DHT store—the distribution, size and number of records
files. The Excel file can be found on the accompanying CD-ROM. One can change single system
parameters and see how other dependent values change. For example, one might want to know
the effect of a doubled Cycle Redundancy factor on the average number of hash files to store per
node.

A formatted version of the Excel file is rendered in Table 4.1; it consists of the constraints
such as maximal object in the NTFS file system and system parameters such as Derive Fraction
Redundancy, Cycle Redundancy, and average number of files per user including usage distribution
with two basic types. The table’s result show an average of 16 million hash records per user in a
fully synchronized system. Assuming an average serialized TOC record’s storage requirements
is 1 kilobyte, a user would need to donate about 16 gigabytes for TOC storage, on average. This
seems like a high number at first, but as stated in the introductory Section 1.3.1 titled Conflicting
Goals: Choosing a Design Philosophy designing a system is always a trade-off between several goals.
The presented Excel sheet is therefore a handy tool to evaluate chosen system parameters on
their feasibility. With the rising storage space on user’s computers, storage requirements is not a

primary concern, rather it is to achieve safe and reliable backups and restores. The chosen Ubidas

thttp: // ww. codepr oj ect. com KB/ cs/ bi gi nt eger . aspx
2http://technet 2. m crosoft.com wi ndowsserver/
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system parameters need to be seen in this perspective.

4.1.2 Local Transit Nodes Emergence

This section qualitatively evaluates the automatic emergence of local transit nodes in Ubidas. It
is common that p2p overlay networks establish real end-to-end connectivity, fault-tolerance, and
robustness but forget about the underlying network structure. In a traditional DHT implemen-
tation such as Chord [Stoica et al., 2001] or Pastry [Rowstron, 2001] messages are routed to their
target based on the content-address-based shortest path with O(log n) performance. The seman-
tics of the underlying network structure is completely erased through overlay abstraction. For
certain p2p applications such as backups considering the underlay network can improve system
performance. Ubidas introduced IPTree in Section 2.6 which re-establishes the underlay network
semantics. Private nodes—nodes that are not directly accessible from outside nodes—need to
subscribe to a transit node. In a traditional p2p system this node would be chosen randomly; in
Ubidas, through the use of IPTree, the optimal transit node is found and subscribed to. Because
the IPTree of a node with transit capabilities in the same subnet has a high conformity with the
IPTree of the private node it is ranked top in the transit node evaluation process and chosen with
highest priority. This results in the emergence of local transit nodes where available. As briefly
described in Table 2.4, the local subnet is over-provisioned, therefore communication within the
same subnet is currently superior by about two to three orders of magnitude® compared to com-
munication with nodes on the internet. This results in a substantial increase in transit speed in

Ubidas if at least one local transit node is available. Figure 4.1 illustrates this.

4.1.3 IPTree

The previous Section 4.1.2 evaluated the emergence of local transit nodes due to local resource
prioritization. This results from the re-introduction of underlying network semantics through
the use of IPTree. IPTree is explained in Section 2.6. This section will evaluate qualitatively its
characteristics over classic DHTs without network underlay network semantics.

The phenomenon of the emergence of local transit nodes is one example for the use of [PTree.
To evaluate its net performance, one has to analyze the overhead efforts needed to re-create the
underlying network semantics. There were other works with the goal to achieve prioritization of

local resources. One is compared to Ubidas, below.

3Assuming internet bandwidth is 1MBit/s and local bandwidth 100MBit/s to 1GBit/s
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System designed size
Files per user
Folders per user

Max chunk size

1’000"000 users
107000 files
1000 folders
10 MB

Data size distribution per user (power user)

Type I (Images,Docs,etc) 90%

Avg Type I size 2MB

Data Type I 18’000 MB

Chunks for Type I 9’000

Type II (Movies) 10%

Avg Type Il size 300 MB

Data Type I 300000 MB

Chunks for Type II 30000
Originary hash records per user

Files 39000

Folders 1’000

Total originary hashes 407000

Redundancy factors

Derive Fraction Redun- | 10
dancy factor
Cycle Redundancy factor 40

Average TOC store requirements

Hash records per user

1670007000

System capabilities

Bits per hash 512
in bytes 64
TOC hash space 2512
System usage at designed size
Total data 318’000"000’000 MB (318’000 TB)
Total chunks 400007000000

Total different hash records

(w/o cycle redundancy)

1600"000"000"000

Is equivalent to

247 bits (140737/488'355'328)

TOC store organization

NTFS limit 416 = 47294'967'296
Byte-groups of 16 bytes

Total TOC files 65’536

Storage need per record 1’000 bytes

Hashes per file 244.140625

Hash file size 0.244 MB

Table 4.1: The formatted optimal persistent DHT store computation. The original Excel file with adjustable parameters

can be found on the accompanying CD-ROM
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Internet: ~1MBit/s

Node A
Internet Reachable
Transit Node

Node B
Internet Reachable
Transit Node

Ubidas System

Node C
Isolated Private Node

Node D
Isolated Private Node

Subnet: 100MBit/s to 1GBit/s

Figure 4.1: Local Transit Node Emergence: Comparison between a classic p2p system, routing traffic over node
in the internet with low bandwidth (e.qg., TMBit/s) and Ubidas, routing traffic over available local transit node with

considerably higher bandwidth (e.g., T00MBit/s).

[Castro et al., 2002] propose to establish topology-awareness for DHT record routing in p2p
overlay systems by exchanging two messages between every pair of communicating nodes. This
out-of-band approach imposes a communication overhead to gain topology-awareness. Another
issue is scaling, because for every node to communicate with, the topology-awareness has to be
established first. This leads to a scaling performance of O(log n?). Also, the knowledge has to
be kept in sync as a node’s network location might change over time. Again, O(log n?) effort is
required to keep the topology-awareness up-to-date.

On the other hand an Ubidas node performs one traceroute, generate its IPTree, and globally
identify its network location. To select available local resources (e.g., a local transit node) it then
prioritizes nodes with a similar reported [PTree. This approach is in-band and scales with O(log n)
performance due to its global comparison instead of local negotiation style of [Castro et al., 2002].
Figure 4.2 shows a graph for each approach and how its communication overhead for topology-

awareness generation scales with an increasing number of nodes On can see that the blue graph
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that represents [Castro et al., 2002]’s approach clearly performes worse than the red graph, repre-

senting Ubidas’ scaling performance.
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Figure 4.2: Scaling performance of [Castro et al., 2002] and Ubidas to generate topology-awareness. Note the

logarithmic scale on the vertical axis.

4.2 Numeric Analysis

After evaluating selected aspects of Ubidas qualitatively in previous the Section 4.1, this section
analyzes highlights of Ubidas quantitatively. As stated in the introduction Chapter 1 it is difficult
to compare related work with Ubidas. Each of the discussed related work in Section 1.2 introduces
a new concept (e.g., DHTs in Chord [Stoica et al., 2001]) or concentrates on improving a certain
aspect of p2p systems (e.g., symmetric traffic trades in PeerStore [Zhang et al., 2004]). Ubidas, at
its core, brings together the highlights of the discussed related work an introduces the new IPTree
concept for local resource prioritization. This numeric evaluation section therefore analyzes the
impact of this combination of combining p2p system concepts and prioritization of local resources
on selected system properties. It is shown that if the usage pattern of individual users involves
several nodes within close network proximity (e.g., in the same subnet), Ubidas can improve the

data distribution process and the amount of time needed for complete restores, drastically.
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4.2.1 Data Distribution Process Evaluation

If local nodes are present, Ubidas automatically detects them with IPTree and prioritizes distri-
bution of data to them up to a specified number of nodes (7ocq1). This results in data redundancy
in the local subnet and enables high-speed restores. The defined total redundancy 7t minus
Tlocal Tesults in the needed remote redundancy 7yemote to guarantee safer, but slower restorable
replicas.

In this evaluation the parameters were chosen as follows:

total redundancy: o = 10,
local redundancy: 75 = 3, and

data: data = 1GB

and simulated in Excel. All spreadsheets can be found on the accompanying CD-ROM. If local
resources are prioritized, the amount of data to distribute outside the local subnet for a given
Ttotal decreases with an increasing number of available local nodes up to the local redundancy
limit rj5¢q;. Figure 4.3 illustrates this correlation and compares with a classic DHT where every
node is treated equally resulting in a higher amount of data to be replicated outside the local
subnet.

Because local subnets are over-provisioned network zones compared to internet access, as
shown in Table 2.4, the resulting time needed for a node to replicate its data to reach 744, is con-
siderably shorter in Ubidas. Especially, users that move around with laptop computers, benefit

from faster backup times.

4.2.2 Data Restore Time Evaluation

To restore data from a p2p backup system, a node requests replicas from other nodes in the sys-
tem. In a classic DHT, data is distributed evenly over all participating nodes, because the system
is content-addressable and abstracts the underlying network topology into a homogeneous over-
lay network. Ubidas introduced the prioritization of local resources where available with IPTree.
Data replicas in Ubidas are distributed up to a specified number, 441, to local nodes. This en-
ables faster distribution time up to a 7;,cq replicas and, therefore, allows laptop computer nodes
to move to another network, earlier. On the other hand restores are faster if local replicas are
present.

Again, an Excel spreadsheet was used to simulate restore times in both a classic DHT-based

p2p system and Ubidas. The file can be found on the accompanying CD-ROM. The restore time
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Figure 4.3: Global Data Distribution Evaluation with system parameters r;otq; = 10, T10car = 3, and data = 1GB

from nodes on the internet depends on the upload speed these nodes can provide. Traditionally,
home and small office nodes are equipped with an asymmetric bandwidth distribution—the up-
load bandwidth is considerably smaller than the download bandwidth. If data is restored from
several nodes at the same time, this constraint is relaxed because individual node upload speeds
add up until the download speed of the restoring node is reached.

Figure 4.4 compares restore times in classic DHT-based systems with Ubidas for increasing

upload speeds of internet nodes. The chosen simulation parameters were:

total redundancy: r¢otq; = 10,
local redundancy: 7jocqr = 3,
data: data = 1GB, and
local speed: speedjocqr = 100M bps

and yield a faster restore time in Ubidas by one to two orders of magnitude, when local replicas

are available.

4.3 Limitations and Evaluation Conclusion

The discussed evaluations in this chapter show that prioritization of available local resources in
Ubidas result in substantially faster data replication and restores. On the other hand, a limitation

is the lack of related work that perform similar concepts: Ubidas’ local resource prioritization
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Figure 4.4: Data Restore Time Evaluation with system parameters ryoia1 = 10, Tj0car = 3, data = 1GB, and

speediocar = 100M Bit /s Note the logarithmic scale on the vertical axis.

should be introduced to other p2p systems to isolate its huge effect on performance and therefore

enable comparison of finer-grained details (e.g., communication overhead).






Future Work

The Ubidas design goals were set out to implement a solid communications stack enabling real
end-to-end communication, reliable, distributed, hierarchical, and encrypted storage. There were
several feature cuts that had to be made in respect to the time available. They are described
in detail in the following section. This chapter will close with final remarks and a conceptual

outlook.

5.1 Application-Level Transfer Layer

The Transfer Layer was only prototyped and the final version of Ubidas includes the commu-
nication stack up to and including the TOC layer. For a complete p2p backup system, a fully
functional transfer layer implementation is needed. Ubidas serves all tools to implement this as a

future work:

1. Sentinel: Ubidas Sentinel delivers real-time events about file system changes for subscribed
directories. This can be used to trigger transfers based on user activity on files. Special file
types (e.g., for databases) would have to be handled adequately to prevent too frequent
update propagation to the Ubidas system. On the other hand a priority queue could be
implemented to prioritize most recent changed files to enable quick resource sharing with
other participants. Beyond basic file sharing, participating users would also get updates for

files they have access to, automatically.

2. TOC: The Ubidas TOC allows an abstracted storage layer for any type of hierarchical data.

It supports encryption and hierarchical resource sharing.
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To complete the implementation of a Transfer layer, intensive testing and performance analysis
would have to be conducted to yield optimal overall system performance. An example of such
an analysis would be to analyze average file update propagation rate to determine the need and

capabilities for real-time backups versus a throttled approach.

5.2 Resource Sharing

Ubidas TOC already includes support for hierarchical resource sharing. A single key can be
shared with another participant to allow dedicated read access to a directory and all its children
subdirectories and files. Finer-grained support for write access could be introduced in a future
version of Ubidas. Also a good program interface should be provided to support a user in using

resource sharing in Ubidas.

5.3 Distributed Ubidas Index Server (DUIS)

Currently Ubidas Index Server (UIS) is deployed as a single server in the Ubidas system. Itisnota
mission-critical component as restores are always possible for a certain amount of time, depend-
ing on system size and overall churn rate. To improve performance for a large Ubidas system,
multiple DUISs could be introduced. They could operate on a higher trust level to synchronize

states and would enable simple system scaling.

5.4 Distributed Public/Private Key Infrastructure

In its current implementation the authentication mechanism in Ubidas can be attacked by collect-
ing large amounts of originary DHT record put operations and then replaying the same request
later when the original content has updated. This authenticity issue of change requests can be
solved by introducing a public/private key infrastructure. Change requests could be digitally
signed to prove its origination. A responsible node then verifies the signature by encrypting the
signed message hash with the requesting node’s public key and compares it against the supplied
claim.

To enable a true distributed nature of the system, the public/private key infrastructure should

be either based on trusts between nodes and/or a recommendation system.
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5.5 Conceptual Outlook

Ubidas is a foundation for future work in the field of p2p backups. With the current trend of grow-
ing network bandwidth on the edge of the internet—individual home and office computers—
commercial systems will probably arise, further improving the concepts of Ubidas.

Key issues and subjects of future work are:
1. Implemented, tested, and optimized Transfer layer.

2. Application Programming Interface (API) to support third parties in making Ubidas an ap-

plication platform rather than a standalone backup application.

3. Creation of economic benefit models to trigger voluntary storage behavior of individuals

and enterprises.






Conclusions and Final Remarks

6.1 Summary

This diploma thesis introduced Ubidas, a reliable, secure, and efficient p2p communication stack
for backups. An extensive prototype was developed and tested on a small number of nodes,
located in different network zones. Real end-to-end connectivity was achieved with Ubidas
End2End. Ubidas DHT introduced IPTree to bring underlying network topology semantics back
to an overlay p2p system. Beyond basic messaging in Ubidas DHT, encrypted records can be
enabled to store private data on untrusted nodes. Finally, the TOC layer concludes the current
implementation of Ubidas, offering hierarchical data structure organization for distributed, safe,

and reliable storage.

6.2 Contribution

Ubidas’” main contribution is the combination of known p2p concepts and the introduction of IP-
Tree, an algorithm to prioritize local resources with O(log n) system scaling performance. Further,
the Ubidas implementation is an open framework and its usage for systems that build on top of it

are strongly encouraged. The complete source code can be found on the accompanying CD-ROM.

6.3 Outlook

While Ubidas offers the whole communication stack for distributed, real end-to-end, reliable, and

safe data storage in its implementation, the development of applications on top of Ubidas is left
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open for future work. With the current development of ever-growing internet access speeds,
bringing power to the edge of the internet will become more and more important. From an eco-
nomical point of view, parts of expensive central data centers can be substituted for considerably
cheaper resources by pushing data from within the cloud to the edge, to the blue-sky, and bright

future.
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