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Abstract

Most Internet of Things (IoT) devices such as radio spectrum sensors are not designed
and built with security in mind. The static nature of such loT devices coupled with the
resource constrains under which they operate, makes such devices a lucrative target for
cyberattacks. One option when it comes to dealing with such cyberattacks is employing
Moving Target Defense (MTD) in which some system parameters are "moved™ in order
to disrupt an ongoing attack. This thesis aims to propose, design and implement a
prototypical lightweight MTD based framework (MTD Framework) for Linux based l1oT
devices such as radio spectrum sensors, which is capable of deploying host-based MTD
security solutions (MTD Solutions) based on reported attacks/events from an external
program monitoring for attacks/events. Furthermore, this thesis implements a total of
four MTD based security solutions to deal with the following three malware families
once they have already infected the system: command & control based malware, crypto
ransomware, user-level rootkits (using preloads).

To test the e ectiveness of the MTD Framework and the MTD Solutions they were tested
against real malware to see how they perform. Additionally some performance data is
gathered to present the additional resource consumption that the MTD Framework incurs.
The results are promising and suggest that the MTD Framework combined with the MTD
Solutions proposed and implemented in this thesis work well as an additional security layer
which is capable of disrupting/disabling running malware of the above mentioned malware
families.
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Chapter 1

Introduction

1.1 Motivation

In today’s society the use cases for 10T (Internet of Things) devices are ubiquitous and
varied. Therefore, it is no surprise that the number of 10T devices in use is in the billions
as of the year 2021 and is projected to keep rising [1]. These devices have become essential
in today’s society by contributing to agriculture, infrastructure management, industrial
automation, home automation and more [2]. Given that many loT devices communicate
via wireless connections, this can put a lot of strain on some of the available radio fre-
quencies [3]. Some radio frequency bands can therefore become congested/over crowded,
while others remain underused [3]. Such congestions then in turn lead to degrading ser-
vice quality, because retransmissions become necessary, which reduces the e ective data
throughput [3].

This is where radio spectrum sensors come in handy. These sensors make it possible to an-
alyze the radio frequency spectrum and allow Cognitive Radio Networks (CRN) to assign
10T devices to underpopulated frequency bands as a form of load balancing [3]. Espe-
cially helpful for CRNs are platforms such as ElectroSense which are capable of providing
regional spectrum data [3]. ElectroSense gathers its data by way of crowdsensing which
allows peers (spectrum sensors) registered to the platform to collect spectrum data across
wide geographical areas. ElectroSense’s stated goal is: "to sense the entire spectrum in
populated regions of the world and to make the data available in real-time for di erent
kinds of stakeholders which require a deeper knowledge of the actual spectrum usage™ [4].
For these CRNs to be able to dynamically assign 10T devices to underpopulated radio
frequency bands e ectively, it is necessary that the sensed radio frequency spectrum data
is accurate and not manipulated by any malicious actors [3]. Such manipulation is even
more likely in a crowdsensing setting where resource constrained loT devices such as a
Rasperry Pi are employed as spectrum sensors [3], [5]. Being connected to the internet is
integral for these spectrum sensors. Just as with other use cases of 10T devices, spectrum
sensors rely on communication and therefore on an active Internet connection for them to
work properly. But being exposed to the Internet also brings its fair share of downsides
and challenges with it. 10T devices are by no means immune to cyberattacks and often
times do present an easier and also more lucrative target than conventional computer
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2 CHAPTER 1. INTRODUCTION

systems, because of their static and resource constrained nature [2], [5], [6].

This is where MTD (Moving Target Defense) as a paradigm comes in as a promising so-
lution. Instead of addressing speci ¢ exploits as is usually done by conventional security
measures to prevent attacks, MTD does not actually try to prevent attacks from happen-
ing, but rather aims to disrupt attacks, such that their execution is not successful [6], [7].
This is usually achieved by changing properties, data or con gurations of the system in a
dynamic way, such that the likelihood of the attacks being successful is diminished [6], [8].
The problem is, that given the resource constraints found in many IoT devices such as
the aforementioned spectrum sensors, already existing or proposed MTD based solutions
and approaches are often not applicable directly for 10T devices [6]. This thesis aims to
propose and implement an MTD framework, which can be deployed on an ElectroSense
spectrum sensor.

1.2 Description of Work

This thesis proposes and implements a lightweight framework for a spectrum sensor (Rasp-
berry Pi 4, running Raspberry OS with 4GB of Memory and less than 2GB usable disk
space), capable of deploying MTD based security solutions in reaction to an ongoing at-
tack (or another event). This framework consists of three main components: the MTD
Deployer Server, the MTD Deployer Client and the MTD Solutions. The MTD Deployer
Server is meant to be run permanently as a service on the Raspberry Pi. It listens for
attack reports which can be send via the MTD Deployer Client. Once an attack report
has been sent, the MTD Deployer Server deploys an MTD based security solution (MTD
Solution) for the type of occuring attack. This MTD framework is meant to be expandable
and con gurable, meaning that new MTD based security solutions (MTD Solutions) can
easily be added and parameters with which the MTD based security solutions are run,
can be easily adjusted.

Aside from the MTD Framework itself this thesis proposes and implements MTD based
security solutions to deal with the following three types of malware families: command &
control based malware, crypto ransomware and user-level rootkits (using preloading).
The MTD Solution against command & control based malware works by dynamically
migrating the Raspberry Pi to a new private IP address after the malware has established
a connection to its command & control server. This approach is capable of disrupting the
established connection.

As part of this thesis two MTD Solutions against crypto ransomware are proposed. One
focuses on keeping prede ned data safe from encryption, by changing its le extensions
while the other focuses on trapping the encrypting ransomware with dummy data such
that it gets stuck encrypting worthless data instead of valuable system data.

For user-level rootkits a MTD Solution is proposed which is capable of removing rootkits
by preloading legitimate C libraries such that any rootkit behaviour which would nor-
mally hinder the removal of the user-level rootkit is temporarily disabled. During this
time frame the MTD Solution cleans up the system such that it is restored to its previous
state.

Lastly this thesis evaluates the real world applicability of the MTD Framework and the



1.3. THESIS OUTLINE 3

implemented MTD Solutions by testing its e ectiveness against real malware. Addition-
ally some resource consumption data is gathered as well to paint a better picture.

1.3 Thesis Outline

In a rst step this thesis provides context as to what Moving Target Defense is, how it
works and what types of Moving Target Defense based approaches exist. In a second
step the thesis presents the reader with existing Moving Target Defense approaches in the
IoT eld speci cally. Next the thesis proposes a framework which can be deployed on a
Raspberry Pi 4 acting as an ElectroSense spectrum sensor and then moves on to discuss its
design and implementation. Aside from the framework itself the thesis then also presents
a few exemplary MTD based security solutions for the above mentioned types of malware.
Then the implemented framework and the MTD based security solutions are evaluated for
their e ectiveness. In the last section, this thesis provides an interpretation of the data
gathered during the evaluation step. Then it gives a short overview of the limitations of
this thesis. Lastly it discusses potential future research opportunities and then it presents
its conclusion.
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Chapter 2

Background

This section will provide a short overview about the main concepts of Moving Target
Defense. Then it will discuss the scenario (ElectroSense, spectrum sensors) for which the
MTD Framework was built and lastly it will introduce the three malware families for
which MTD based security solutions will be implemented.

2.1 Moving Target Defense

One of the biggest issues, when it comes to cybersecurity is the asymmetric nature between
the resources of the attacker and the resources of the defense [9]. The issue arrives from
the fact, that attackers usually have a time advantage and are capable of analyzing their
target for possible vulnerabilities before they launch an actual attack [9]. Furthermore,
once one or more suitable vulnerabilities have been found, the attacker often times can
keep launching attacks ad nauseam, as long as the vulnerability through which the attack
is launched persists[9]. This means, that if a system needs to be secured, the defenders
have to keep looking for potential vulnerabilities and patch them before they are abused
as an attack avenue [9]. This approach is also ine ective, when one considers that there
exist software and hardware vulnerabilities that are either not easily patchable or in the
worst case not patchable at all, which would leave the system in a perpetually insecure
state.

This is where Moving Target Defense as a paradigm comes in. Moving Target Defense
IS a security approach that admits that perfect security is not achievable for a computer
system [7]. Instead of trying to prevent attacks from happening or focusing on Xing
vulnerabilities that enable attacks in the rst place, Moving Target Defense tries to re-
verse the above mentioned asymmetry and tries achieve security through diversi cation
or obfuscation [9], [10]. The goal is not to prevent attacks from being launched, but rather
to thwart them after they were launched [7]. This is achieved by dynamically changing
system con gurations or data on which the success of the launched attack depends, such
that the attacks fails during their execution [7].

An apt way to conceptualize how Moving Target Defense works, is to compare it to the
shell game, in which a person shows another person a pea or some other small object,
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6 CHAPTER 2. BACKGROUND

puts it under one of three shells and then starts shu ing the shells, while asking a player
of the game to guess where the pea is hidden after the shu ing, while promising some
price money it the player gets it right [7], [10]. In this scenario the attacker takes the
place of the player who has to guess under which shell the pea is in the end, the pea
can be considered to be the current system state on which the attack depends, while the
shu ing can be considered to be the Moving Target Defense mechanism which creates
uncertainty and the price represents an successful attack. So even if the player (attacker)
originally knew where the pea was (how the system was con gured), through the shu ing
(Moving Target Defense) the player (attacker) is now left in uncertainty when it comes to
the current whereabouts of the pea (system con gurations), which makes his guess less
likely to be right and therefore diminishes his chances of getting his desired price.

2.2 ElectroSense Scenario

While the MTD Framework proposed later in this thesis is capable of running on any Linux
based machine, the main focus when designing and implementing the MTD Framework
and its MTD Solutions was put on the use case in which the MTD Framework would be
used to keep a Raspberry Pi 4 acting as a spectrum sensor safe from outside interference.

2.2.1 Crowdsensing

The stated goal of the ElectroSense platform is to collect and analyze radio spectrum data
across polulated regions by using a crowdsensing approach and to make the collected data
available for everyone in real time [4]. Interested people can either apply for a sensor kit
or simply buy the required hardware themselves and set up their sensor and then register
it on the ElectroSense platform [4]. Once a spectrum sensor is up and running it will start
monitoring and gathering radio spectrum data for its surroundings and send the gathered
data to the ElectroSense platform.

2.2.2 Sensor Hardware & Setup

The sensor kit consists of a Raspberry Pi 3 or higher, a software de ned radio receiver
(RTL-SDR USB dongle) and a dipole antenna-set. For this thesis a Raspberry Pi 4
Model B with 4GB of memory was set up as a radio spectrum sensor. Once the software
de ned radio receiver with the antennas attached is plugged into the Raspberry Pi 4
and the Raspberry Pi 4 is connected to the Internet through an Ethernet connection the
hardware setup is complete. To get the sensor up and running the only step left to do is
burning a precon gured image of Raspberry OS which is provided by ElectroSense to an
SD card and then inserting the SD card into the Raspberry Pi. Afterwards the Raspberry
Pi can be registered as a spectrum sensor on the ElectroSense platform and it immediately
starts sending data to ElectroSense.
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2.2.3 Threat Model

Given that the spectrum sensors can be physically set up anywhere where they can be
supplied with a tethered Internet connection the sensors may be exposed to malicious
actors which seek to interfere with the devices’ integrity. By being connected to the
Internet the spectrum sensor is also exposed to malicious actors over the web. In the
next section three malware families will be introduced that pose a potential risk to these
spectrum sensors.

2.3 Malware of Interest

For this thesis three malware families were considered that pose a potential threat to a
Raspberry Pi 4 which is being used as a spectrum sensor. This section will provide a
short overview about these three malware families.

2.3.1 Command & Control Based Malware

Command & Control (CnC) based malware is malware which establishes a communication
channel between a victim machine and a CnC server and then uses said established channel
to command and control the victim machine for a malicious purpose [11]. Examples of
CnC based malware include but are not limited to botnets and backdoors. CnC elements
can also be found across many types of malware such as some ransomware and rootkits,
where they are used to orchestrate the attack or change the malware’s behaviours over
the network.

Given that the spectrum sensors are used in a passive manner and that they are not
actively used by a person, they are especially attractive as a potential target for a botnet
and other malware which takes control of the device. This is due to the fact that such
attacks are less likely to be detected on a system that is not actively used by a person.

2.3.2 Crypto Ransomware

Crypto ransomware is a type of malware that is designed around monetary gain. Crypto
ransomware typically encrypts a system’s les or a subsection thereof using strong encryp-
tion techniques and then sends a message to the owner/user of the device stating that
they are required to pay a ransom if they want the system’s les to be decrypted/returned
to their original state [12], [13]. Crypto ransomware typically does not aim to encrypt
an entire hard disk or les that are essential for the system to function, but rather aims
to encrypt speci ¢ les of prede ned le types such as (for example) text les, videos,
pictures and more le types that could be of interest to the victim [14].

The trend shows that ransomware attacks have been increasing over the years[14]. loT
devices (such as a Raspberry Pi 4) which themselves can hold records of data, can be
under threat of being attacked by crypto ransomware [14].
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2.3.3 User-Level Rootkits

User-level rootkits are rootkits that operate in the user space and work by abusing Linux’s
dynamic linker for shared libraries [15]. Linux allows its users to preload shared libraries
by adding the path of a shared library or object to /etc/Id.so.preload [15]. These shared
libraries are preloaded before any other libraries are loaded. This is done on a system
wide level meaning that any application run on the system will also indiscriminately be
preloading these shared libraries speci ed in /etc/ld.so.preload [16]. Linux also allows for
multiple de nitions of symbols across shared libraries, but the symbols are only resolved
once meaning that the shared libraries/objects speci ed in /etc/ld.so.preload take prece-
dence when checking to resolve said symbols [15], [16]. This opens up the possibility for
symbols to be resolved to malicious code instead of legitimate code [15]. This is the entry
point through which user-level rootkits on Linux operate. They create shared libraries
with malicious versions of regular functions and then append the path of these shared
libraries to /etc/Id.so.preload such that these overwrite/hijack speci ¢ symbols in order
to gain the desired rootkit behavior.

The biggest issue present is that some rootkits also allow for /etc/ld.so.preload or any
other les to be hidden. This is achieved by preloading C library symbols with custom
implementations. This causes problems when trying to sanitize /etc/ld.so.preload, since
a le that cannot be found also cannot be opened or adjusted in any other way. Usually
writing to the path of a hidden le is also disabled, meaning that it is not possible to
create a new le with the same name as the hidden le. Even worse, some rootkits go as
far as replacing where Linux’s dynamic linker checks for shared libraries/objects, mean-
ing that /etc/ld.so.preload is unlinked as the place where the lookup should be done. By
doing this the rootkit gains the ability to hide its manipulation since /etc/ld.so.preload
will remain untouched in this case and look exactly as it did before installing the rootkit.
Instead the le that replaces /etc/ld.so.preload will be appended with the shared libraries
that hijack system functions.

Similarly to CnC based malware rootkits aim to give an attacker control over a system
while remaining hidden. This makes the spectrum sensors especially attractive as a po-
tential target for a rootkit since the rootkit behaviour might not be noticed by anyone
given that the sensors are not actively used by a person.



Chapter 3

Related Work

3.1 MTD Design Principles

Every Moving Target Defense technique works by dynamically changing some parameters
in order to make the system less predictable and therefore more secure. These parameters
are called the moving parameter (MP) [2]. Every Moving Target Defense technique/ap-
proach needs to consider the following three design questions when it comes to the MP:
WHAT to move, WHEN to move it and HOW to move it [2], [9].

3.1.1 WHAT

The WHAT is concerned with the actual components of the system which are dynamically
changed in an e ort to secure the system [2], [9]. The following taxonomy of moving
parameter types has been proposed [17]:

e Dynamic Data: The format, syntax, encoding or representation of data is changed [17].

e Dynamic Software: An application’s code is dynamically changed by modifying the
program instructions, their order, their grouping and their format [17].

e Dynamic Runtime Environments: The runtime environment with which an appli-
cation/program interacts is dynamically changed [17].

e Dynamic Platforms: These are concerned with changing the platform properties
such as the currently running Operating System, but can also go as far as chang-
ing hardware such as swapping the CPU and therefore switching from one CPU
architecture to another [17].

e Dynamic Network Con gurations: These are concerned with changing some net-
work properties, such as protocols or addresses [17].

9
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3.1.1.1 Data Transformations

Moving Target Defense approaches falling under the data transformations category, dy-
namically change the format, syntax, encoding or representation of data [17], this can also
include modifying the storage location or the format of data [18]. Data transformation
have also been stated to be a way to achieve runtime transformations [18], which may
make the distinction between MTD approaches using data transformations and MTD ap-
proaches using runtime Transformations blurry at times.

3.1.1.2 Runtime Transformations

Moving Target Defense approaches falling under the runtime transformations category,
most of the time either employ Instruction Set Randomization in order to prevent code
injection attacks from being successful [17], [19] or they employ Address Space Random-
ization in order to invalidate attacks, which rely on speci ¢ memory layouts such as stack
over ow attacks[17], [20].

3.1.1.3 Software Transformations

Moving Target Defense approaches falling under the software transformations category,
use software, which could be used as an attack vector, as the moving parameter [9]. The
basic principle by which this technique works, is by creating multiple variants (diversi -
cation) of the same software or parts thereof, such that the software is functionally the
same for its intended purpose, but di erent in its out of spec behaviour [9]. Creating
di erent variants for diversi cation, can be achieved in many ways. This can be done on
a compiler based approach, by hand, by outsourcing parts of the computation through
the web and much more [9], [21].

3.1.1.4 Dynamic Platforms

Moving Target Defense approaches falling under the dynamic platforms category work
by using the execution environment as the moving parameter [9]. One of the most used
approaches in this category makes use of virtualization technologies, where an application
or service is run in an instance of a virtual environment (active instance), while having a
pool of backup instances from which the application can also be run [9], [22]. The backup
instances are setup in a way to maximize diversity (di erent OS and/or con gurations)
between them, in hopes that an attacker would not be able to know beforehand, with
which instance he would deal and therefore could not easily cater his attack to speci ¢
instance’s vulnerabilities [22].
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3.1.1.5 Network Address Shu ing

Approaches falling under the network address shu ing category use the network address
or other network con gurations as the moving parameter [9]. The basic principle by which
they work is by invalidating knowledge gained through reconnaissance attacks, by period-
ically moving the system that would be a target of an attack from one address to another,
such that the knowledge gained cannot be easily capitalized on [9].

3.1.2 WHEN

The WHEN is concerned with when the dynamic state change should occur [2], [9]. De-
pending on the attack type or the Moving Target Defense technique, it may not be enough
to simply change the system state at any arbitrary time. For example, if an attack de-
pends on an IP-address and the IP-address is changed before the attack setup/con gura-
tion happens, then the dynamic reallocation of the IP-address will not actually make any
di erence [10], since the attack setup takes the most recent IP-address into consideration,
as can be seen in gure 3.1. This is because the actual attack setup takes place after
the moving parameter was already moved, meaning that the new System State 2, was
the system state for which the attack was actually precon gured, such that the attack
execution actually succeeds.
Similarly the changing of the moving parameter may be too late, such that the attack
setup and attack execution actually take place in between the moving of the system states,
which could then lead to a successful attack, as can be seen in gure 3.2.
So to recapitulate, often times timing is key when it comes to a Moving Target Defense
technique, meaning that nding a sweet spot, in which it works is necessary as seen in
gure 3.3. But timing might not be as crucial for every Moving Target Defense technique.
For example it is imaginable, that an attack cannot be easily recon gured during the
attack setup to work with the new system state, even if the system state was changed
prematurely. This would be the case for example, if an attack only works on a speci ¢
version of a speci ¢ OS. If the OS is now changed to a di erent version, this approach
would work in every case in which the OS version was changed before the attack execution
while it is irrelevant, if it was done before or after the attack setup as long as it was done
before the attack happened.
Furthermore, the WHEN is also concerned with the frequency in which the MP should
be moved and if should be moved as a reaction to an event or every so often after a given
time interval has passed instead [9]. The following three options are possible: change
the moving parameters triggered by an event, after a given time interval or by using a
combination of the two [2]. The MTD based framework proposed in this thesis works on a
event based deployment. This does not mean that periodically executing MTD Solutions
through the framework is impossible, but to achieve this an attack/event report would
need to be send to the framework each time the MTD Solution should be deployed.
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System State 1
System State 2

Attack Setup Successful Attack Execution

P time

MP1 MP2 Al A2

Figure 3.1: Attack is successful, because system state was changed too early.

3.1.3 HOW

The HOW is concerned with the means through which the moving parameters are actually
moved and focuses on the following two operations: selection and replacement [9]. The
selection operation, is the operation through which the next valid system state to which
the moving parameters should be moved is chosen, while the replacement operation is
concerned with the actual act of changing the moving parameters from the previous system
state to the newly selected one [9].

3.2 Moving Target Defense in loT

3.2.1 Distribution of Categories of Moving Target Defense in 10T

While many Moving Target Defense approaches have been proposed and tested over the
years, only a small subsection of these approaches are meant to be used in 10T devices [2].
As previous literature has shown, the overall distribution of the MTD types used in loT
di ers quite a bit from MTD types used in general [2]. For MTD in general the distribution
looks as follows [2], [17] (see Figure 3.4):

1. Dynamic Runtime Environment at 35%
2. Dynamic Network Con gurations at 21%

3. Dynamic Platform at 20%
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System State 1 System State 2

Attack Setup Successful Attack Execution

P time

MP1 Al A2 MP2

Figure 3.2: Attack is successful, because system state was changed too late.

4. Dynamic Software at 15%

5. Dynamic Data at 9%

In contrast the distribution for MTD in 10T looks as follows [2] (see Figure 3.5):

1. Dynamic Network Con gurations at 54%
2. Dynamic Runtime Environment at 20%
3. Dynamic Software at 13%

4. Dynamic Data at 10%

5. Dynamic Platform at 3%

As can be seen above, approaches using the network con gurations as the moving param-
eter are the most common ones by a large margin in 10T, while ones using a dynamic
platform are almost non existent. This may be the case because of 1) the inability to
change the hardware or parts thereof of an IoT device, 2) the inability to migrate to
another operating system and because 3) virtualization as a means of changing between
operating systems on the vy is also o the table considering the resource constrained
nature of 10T devices such as the Raspberry Pi.
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System State 1 System State 2

Attack Setup Failed Attack Execution

P  time

MP1 Al MP2 A2

Figure 3.3: Attack fails, because system state was changed after attack setup up, but
before attack execution.

3.2.2 MTD Solutions Not Considered Due to The Given Scenario

For this thesis only host-based MTD approaches were considered based on the spectrum
sensor scenario. In this scenario the spectrum sensor is added to an already preexisting
network as is, meaning that no additional hardware or setup should be required. This
means that MTD approaches which rely on external devices were not considered in this
thesis.

In theory using a dynamic platform based MTD approach making use of virtualization
would make dealing with all three malware families presented in Section 2.3 trivial. Once
malware would be detected a clean backup instance would be able to take over. But due
to hardware limitations of the Raspberry Pi 4 it’s virtualization capabilities are rather
restricted which makes this type of approach unfeasible for the given scenario.

MTD approaches using software transformations try to keep a system safe by diversifying
the software running on the system and making attacks based on software vulnerabilities
less likely to succeed. For the malware families presented in Section 2.3 this category of
MTD is not very relevant considering that the malware families do not work/achieve their
intended goal by leveraging software vulnerabilities.

Network based MTD approaches using Software De ned Networking or Network Functions
Virtualization to hide/change the IP address of the device are also not applicable within
the given scenario, since they require additional Hardware.
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Figure 3.4: Distribution of MTD Categories in General
3.2.3 Noteworthy MTD Solutions

In the paper "MTD, Where Art Thou? A Systematic Review of Moving Target Defense
Techniques for 1oT" from 2021 Navas et al. explored the current state of MTD techinques
for 10T [2]. In this paper the researches went through a rigorous literature review in order
to nd and classify most of the current MTD approaches for 10T. This section will present
noteworthy MTD approaches for the given scenario.

One of the MTD approaches mentioned in [2] revolves around diversifying parts of the
OS like symbol names of OS libraries to make it impossible for malware to call system
functions[23], [24]. On a rst look this approach might sound promising to deal with user-
level rootkits that hijack such symbols, but it is important to understand that this would
require the entire system to be built around the diversi ed symbol names. Therefore,
this approach is not feasible for the given scenario where a pre-con gured Raspberry OS
image is provided by ElectroSense.

While there are no MTD approaches mentioned in [2] that are speci cally intended to
be used against CnC based malware, this thesis proposes that changing the private IP
address might be a feasible way to disrupt a connection between a CnC server and an
infected machine. To that extend Navas et al present multiple MTD approaches which
use the IP addresses as their MP [2]. But the issue is that these MTD approaches do not
directly apply to the given scenario. AShA [25] aims to change the IP addresses of an en-
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Figure 3.5: Distribution of MTD Categories in 10T

tire network of devices, 6HOP [26] and MG6TD [27] focuses on how to periodically change
to a new IP6-address while also making said address accessible (using shared secrets) to
certain devices outside of the network which is not necessary in the given scenario, be-
cause the spectrum sensor initiates a connection to the ElectroSense servers and starts
sending data their way. There is no case in which the ElectroSense server would initiate
the connection and would need to know the private IP address of the spectrum sensor.
While not directly applicable to the given scenario there is a deception based MTD ap-
proach mentioned in [2]. This MTD approach uses smartphones to act as virtual 10T
modules to trap an attacker and waste his resources [28]. While this type of honeypot
is not relevant for the given context, it still served as a inspiration for one of the MTD
Solutions implemented in this thesis which relies on honeypotting a crypto-ransomware
with dummy data (see Section 5.3.2).
Another deception based MTD approach which was proposed in the literature although
without having loT in mind, is an MTD approach meant to keep data safe from encryp-
tion by changing the le extensions of les [12]. By changing the le extensions the true
le type of the le is hidden from the ransomware and a pseudo le type is presented
in its place. While the proposed MTD approach was only implemented and tested on
Windows, this MTD approach served as direct inspiration for the second MTD Solution
against crypto ransomware (see Section 5.3.3).
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3.2.4 MTD Framework

While there are quite a few MTD based security solutions for 10T, most of these solutions
either cover a very speci ¢ use case or depend on specialized hardware to work. When
looking at MTD in 10T, there is no literature on a generic MTD based framework which is
capable of deploying MTD based security solutions based on attack/event reports. This
thesis proposes and implements such a framework for 10T devices that run on Linux based
operating system. This MTD based framework passively listens for attack reports and
then deploys MTD based security solutions that were implemented beforehand.
Additionally to the MTD framework this thesis will propose and implement MTD based
security solutions which are capable of dealing with a prede ned set of malware fami-
lies discussed in Section 2.3. These MTD based security solutions will then be used in
conjunction with the MTD based Framework.

3.2.5 Research Gap

So far, there is no mention in the literature of a MTD based framework capable of deploy-
ing MTD based security solution in response to reported attacks/events. The goal of this
thesis is to propose such an event based MTD framework and implement a prototypical
version of said framework.

Furthermore, for the malware families mentioned in Section 2.3 there barely exist any
literature discussing MTD approaches to deal with them. The only approach that was
found during the literature review process of this thesis that directly addressed one of the
malware families of interest was the MTD approach which changes the le extensions of

les in order to keep data safe from an encrypting ransomware [12].

While an IP-address rotation/hopping scheme could be capable of dealing with CnC based
malware, the literature mainly discusses such schemes in connection with DDoS attacks
or reconnaissance attacks. The MTD approaches using IP-address rotation/hopping in
the literature are also over-complicated for the given scenario, since they usually focus
on rotating the IP address on a network wide level or they focus on a rotation scheme in
which trusted entities are kept aware of the current IP-address. Both of these cases are
irrelevant for the given use case in which the goal would be to simply disrupt an already
established connection by changing the IP address after said connection was established.
So in conclusion, this thesis will also look into the possibilities of dealing with the mal-
ware families speci ed in Section 2.3 by using novel MTD approaches where no MTD
approaches exist so far or by adapting MTD approaches which exist so they t the given
scenario.
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Chapter 4

MTD Framework Architecture

This thesis proposes an MTD based framework (MTD Framework) which is capable of
deploying preprogrammed MTD based security approaches/solutions (MTD Solutions) in
response to attack reports send to the MTD Framework by a external monitoring pro-
gram/application which is capable of recognizing and identifying ongoing attacks and/or
running malware. The external program monitoring for attacks/malware is not part of
this proposal.

While the proposed MTD Framework is capable of working on a multitude of Linux based
systems, this thesis will be focusing on its usage as a security measure to keep a Raspberry
Pi 4 which is being used as a spectrum sensor secure from cyberattacks.

4.1 Design

The MTD based framework consists of three main components: the MTD Deployer
Server, the MTD Deployer Client and the MTD Solutions. The MTD Deployer Server
is meant to be run as a Linux service at all times. It is responsible for passively listening
for attack/event reports from external programs which’s responsibility it is to monitor
the system for malware infections or ongoing attacks. These external programs can send
attack reports to the MTD Deployer Server by using the MTD Deployer Client which
provides an interface to communicate to the MTD Deployer Server. The MTD Deployer
Client and the external program do not necessarily need to be run on the Raspberry Pi
4 on which the MTD Deployer Server is running, as will be shown later. This opens up
the possibility for attack reports from programs that monitor attack patterns that are not
localized to the Raspberry Pi 4 alone (e.g. monitoring across an entire network).

Once an attack report has been send with the MTD Deployer Client, the MTD Deployer
Server then deploys an appropriate MTD Solution from the set of available MTD Solu-
tions. This is done by checking against a con g le if for the reported type of attack there
are any MTD Solutions speci ed which should be deployed in case of an ongoing attack.
If a MTD Solution is con gured for the reported type of attack the MTD Deployer Server
then launches the corresponding MTD Solution’s script. The MTD Solutions themselves
are the actual components which are responsible of mitigating or disrupting occurring
attacks/running malware.

19
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Figure 4.1: High Level Overview of MTD Framework

4.2 Necessary Properties

Given the landscape of evolving cyberattacks and considering that this framework is
primarily designed to be used on a Raspberry Pi 4 operating as a spectrum sensor, there
are three key properties which the framework must abide to. Firstly the framework should
be modular and con gurable by a system administrator. Secondly the framework needs to
be lightweight and should therefore not consume a signi cant amount of system resources
while it is passively running and waiting for attack reports.

4.2.1 Modularity & Con gurability

Since cyberattacks are constantly evolving and new types of vulnerabilities are found on
a regular basis there needs to be a possibility to easily adapt to changing circumstances.
This is achieved by the modular nature of the framework which easily allows the system’s
administrator to add and remove new MTD Solutions or Attack Types by simply adjusting
the con g le. Once a new MTD Solution script is added to the Raspberry Pi 4, the only
thing left to do is adjusting the con g le such that it re ects the existence of a new MTD
Solution such that the MTD Deployer Server is able to actually deploy the MTD Solution
when needed.

Apart from the Attack Types and the MTD Solutions, there are also other aspects of
the MTD Framework which need to be con gurable, such as if attack reports from other
machines should be allowed and which port the MTD Deployer Server should listen to for
attack reports. These can also be con gured through the con g le.
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4.2.2 Lightweight

While the computational resources on a Raspberry Pi 4 may not be as constrained as
on many other loT-Devices, the resources are by no means abundant, especially when
compared to full edged computer systems. Taking the resource constrained nature of
the Raspberry Pi 4 into consideration and considering that the MTD Deployer Server is
meant to be run as a service that starts up at boot and runs at all times, it is necessary for
the MTD Deployer Server to be as lightweight as possible to free up system resources for
the Raspberry Pi 4. While the MTD Deployer Server is running as a service and passively
listening for attack reports it should not have any signi cant performance impact on the
Raspberry Pi 4 such that the Raspberry Pi 4 can still fully operate as an ElectroSense
spectrum sensor. This is achieved by e ectively only doing work when an attack reports
comes in, meaning that while the MTD Deployer Server is passively listening for an attack
report there are no operations executed until a report comes in.
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Chapter 5

MTD Framework & MTD Solutions
Implementation

In this chapter the thesis will provide a general technological overview of the MTD Frame-
work as well as present the MTD Solutions which were implemented to defend against the
following three malware types which may a ect a spectrum sensor: Command & Control
based malware, crypto ransomware and user-level rootkits (in Linux). The source code
for the MTD Framework and the MTD Solutions can be found in [29].

5.1 Overview

The MTD Framework is implemented in Python. The MTD Deployer Server (MTD-
DeployerServer.py) works by opening a TCP socket on a precon gured port (see List-
ing 5.1, lines 77 to 70) and listening for attack reports which can be sent using MTD
Deployer Client (MTDDeployerClient.py). To generate and send an attack report an
external program must run the MTDeployerClient.py with the following arguments: --
ip, --port, --attack (e.g. "python MTDDeployerClient.py --ip 192.168.1.136 --port 1234
--attack Test™). The --ip argument speci es the IP address of the Raspberry Pi 4 on
which the MTDDeployerServer.py is currently running and similarly the --port argument
speci es the port number of the socket on which MTDDeployerServer.py is listening for
attack reports. Lastly the --attack argument speci es which type of attack is ongoing
or which type of malware is running. This --attack argument is the parameter by which
MTDDeployerServer.py identi es which MTD Solution needs to be deployed. When MT-
DDeployerClient.py is run it tries to establish a connection to the socket on the speci ed
IP address and port and then sends a message with the speci ed attack type if a connec-
tion was able to be established.

For con guration the MTD Framework relies on a json le (con g.json) which needs to
be in the same directory as MTDDeployerServer.py. The con guration le is built around
and should adhere to the schema presented in Listing 5.1. Failing to do so, will result in
MTDDeployerServer.py throwing an error.

23
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Listing 5.1: Schema of Con g File

f-hn

"$schema": "http://json-schema.org/draft-04/schema#",
"type": "object’

"properties': {

"AttackTypes™:

{

“"type": "array",

"items": {

"type": "object",
"properties™: {

"Type": {
"type": "string"

}1

"MTDSolutions™: {
"type'": "array",
"items": {

"type": "object",
"properties": {
"Priority": {

}

}

¥,

"type": "integer

criptName": {

"type": "string"

bsolutePath™: {

"type": "string"

"RunWithPrefix™: {

},

"type": "string"

"Params": {

}
}s

"type": "string"

"required”: [
"Priority",
"ScriptName",
"AbsolutePath",
"RunWithPrefix"

1
}
¥

[ 1] typel

eploymentPolicy™: {
": "object",

"properties™: {
"ScriptName™: {
"type": "string"
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}1
"AbsolutePath™: {

"type": "string"
¥,
"RunWithPrefix": {

"type": "string"

}

}s
"required": [

"ScriptName",

"AbsolutePath",

"RunWithPrefix"

1
}

},

"required": [
“"Type™,
"MTDSolutions™

1

}

}s
"AllowAllExternalReports™: {

"type": "boolean™

}

hiteListForExternalReports™: {
“"type": "array",
"items": {
"type": "string"
}
e
"PortToUse": {
"type": "integer™
}
}s
"required": [
"AttackTypes",
"AllowAllExternalReports",
"WhiteListForExternalReports™,
"PortToUse"

]
}

If not con gured to the contrary only attack reports stemming from the Raspberry Pi 4
lead to the deployment of an MTD Solution which means that MTDDeployerClient.py
would have to be run on the Raspberry Pi 4 itself, to result in the deployment of any MTD
Solution. This is to limit the possibility of a malicious entity triggering the deployment of
MTD Solutions when not necessary. Nonetheless, the framework can be con gured via the
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con g.json to allow for reports from di erent devices over the network. This can be done
by setting AllowAllExternalReports (see Listing 5.1, lines 68 to 70) to true. When this
json property is set to true any incoming report will be processed by the MTD Framework.
If this behaviour is not desired and only selected devices should be able to report attacks
over the network, AllowAllExternalReports can be set to false and a list of trusted IP ad-
dresses can be de ned in WhiteListForExternalReports instead (see Listing 5.1, lines 71
to 75).

To add a new attack type for which MTDSolutions should be deployed all the admin-
istrator has to do is add a new entry in "AttackTypes™. This is done by creating an
entry that has a property named "Type", an optional one named "DeploymentPolicy" and
one named "MTDSolutions”. The latter’s value is an array of subentries which them-
selves have the following required properties: "Priority”, "ScriptName™ ,"AbsolutePath"
and "RunWithPre x" and the optional property "Params™ This could for example look
as follows:

Listing 5.2: Example AttackType Entry

{
"Type": "Test",
"MTDSolutions™: [
{
"Priority": 1,
"ScriptName": "Test.py",
"AbsolutePath™: "/home/username/Desktop™,
"RunWithPrefix"™: "python3",
"Params": "--int 1"
¥,
{
"Priority": 2,
"ScriptName™: "Test2.py",
"AbsolutePath™: "/home/username/Desktop",
"RunWithPrefix™: "python3"
}
|
}

The property "Type" de nes the key which should be given to MTDDeployerClient.py
as the --attack argument. If an attack is reported MTDDeployerServer.py will launch
the script with the highest "Priority" value (lowest number). Assuming that the exam-
ple shown in Listing 5.2 is in the con g le and MTDDeployerClient.py is called with
the --attack argument "Test", this would result in the following command execution by
MTDDeployerServer.py: "cd /home/username/Desktop/* followed by "python3 Test.py
--int 1". The reason why the directory is changed, instead of combining the two com-
mands into a single command "python3 home/username/Desktop/Test.py --int 1" is to
e ectively change the working directory. If this is not done, the MTD Framework could
run into issues when it comes to retrieving les if it were the case that the MTD Solution
depends on some relative le paths, since the current work directory in that case would
still be the directory in which MTDDeployerServer.py resides.
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It should also be noted that by de ning "RunWithPre x" it is actually possible to decide
with which command the MTD Solution’s script is executed. Not only does this make it
possible to run MTD Solutions which are not implemented in Python, but it also opens
up the possibility to use di erent Python versions across di erent MTD Solutions or even
go as far as using virtual environments when using Python such that the main python
environment is kept clean from dependencies that are only needed by MTD Solutions.
By specifying the optional Property "Params” it is possible to pass parameters as ar-
guments to an MTD Solution’s script. Since there is no limit on how many entries in
"MTDSolutions" can use the same script name and path, it is possible to create multiple
con gurations of the same MTD Solution which only di er by the parameters which are
passed as arguments.
If there are multiple MTD Solutions de ned for an AttackType and instead of deploying
the MTD Solution with the highest priority, one wants to dynamically decide based on
some rule set or policy which MTD Solution should be deployed, it is necessary to con-
gure the optional property "DeploymentPolicy” within the AttackType entry. "Deploy-
mentPolicy" itself needs to be provided with the properties "ScriptName","AbsolutePath"
and "RunWithPre x™. The DeploymentPolicy script should implement the rule/policy
by which an MTD Solution is decided and then write the priority number of the MTD
Solution which should be deployed to stdout. After MTDDeployerServer.py receives the
priority number, it launches the MTD Solution with that speci ed priority value. As-
suming that TestRule.py in Listing 5.3 would write '2" to stdout, MTDDeployerServer.py
would deploy the second MTD Solution over the rst one.

Listing 5.3: Example AttackType Entry With DeploymentPolicy

{
"Type": "Test",
"MTDSolutions™: [
{
"Priority": 1,
"ScriptName": "Test.py",
"AbsolutePath": "/home/username/Desktop",
"RunWithPrefix"™: "python3",
"Params": "--int 1"
}s
{
"Priority": 2,
"ScriptName"™: "Test2.py",
"AbsolutePath™: "/home/username/Desktop™,
"RunWithPrefix™: "python3"
3
1.
"DeploymentPolicy™: {
"ScriptName"™ : "TestRule.py",
"AbsolutePath™ : "/home/username/Desktop",
"RunWithPrefix"™: "python3"
}
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5.2 Command & Control based Malware

In this section an MTD Solution capable of dealing with Command & Control (CnC)
based malware will be presented. The presented MTD Solution, aims to deal with CnC
based malware that has already successfully established a communication line between
the victim machine and the CnC server. The goal of the proposed MTD Solution is to
disrupt the established communication line such that the CnC based malware can not
easily recover from this disrupted state in which no communication is possible any longer.
To achieve this goal the MTD Solution uses a simple IP address randomization scheme
to move the device from its current private IP address to a randomly selected new one
which causes the communication line to break.

5.21 WHAT

This MTD Solution uses the private/local IP address as the moving parameter and there-
fore is an MTD approach that relies on dynamically changing the network con guration.
In changing the private IP address the router’s NAT lookup table is invalidated, such
that any incoming commands from the CnC server intended for the victim device will not
reach it anylonger.

While dynamically changing the private IP address is not a novel concept in the MTD
space as can be seen in Chapter 3, using it to disrupt a connection instead of invalidating
reconnaissance attacks or simply hiding your device from an attacker before the e ective
attack is launched is.

5.2.2 WHEN

The script of this MTD Solution should be started after a connection to the CnC server
has been established. It is important that a connection to the CnC server has already
been established before deploying this MTD SOlution, else the desired e ect of disrupting
the established connection will not occur, since the connection will be established from
the already changed private IP address which will be used for communication later on.

5.2.3 HOW

To help understand how this MTD Solution works a owchart is provided in Figure 5.1.
This MTD approach works by rst retrieving all 1P addresses that are currently assigned
to an active device in the same network (see Algorithm 1, line 4). This is achieved by
using arp-scan to discover the IP address of other devices connected to the same network.
The reason why this is done by using arp-scan instead of using ping or another method,
is that even devices that block all IP communication will acknowledge and reply to an
ARP request [30]. By doing this a list of all IP addresses that are currently assigned to a
running device in the same network can be generated. Therefore it is also possible to infer
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all private/local IP addresses in the network that are not currently in use, by generating
a list of all possible IP addresses in the network and then removing the IP addresses that
are already assigned to a device (see Algorithm 1, from line 5 to 11). After a list of

Create pool of unused
IP addresses in local
network

Migrate to a random
unused IP address from
pool

Remove previously
chosen IP address from
pool of potential IP
addresses to move to

Migration
successful?
Internet
connectivity?

Figure 5.1: Simpli ed Flowchart of MTD Solution Which Changes IP Address

possible 1P addresses which the Raspberry Pi 4 should be able to migrate to has been
generated, a IP address from this list is chosen at random (see Algorithm 1, line 12). Once
a target IP address for migration has been chosen, the Raspberry Pi 4 requests to migrate
to the given IP address by using ifcon g (see Algorithm 1, line 14). At this point two
scenarios are possible a) the Raspberry Pi 4 gets assigned the requested IP address by the
network router and an internet connection is successfully established or b) the Raspberry
Pi 4’s request is refused (e.g. IP address is already reserved for another device belonging
to the network that is currently o ine and therefore did not show up on the arp-scan).
In the latter case this results in the Raspberry Pi 4 being o ine and not having an IP
address assigned to it which would also prevent anyone from accessing the Raspberry Pi
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Algorithm 1 Simpli ed pseudo code algorithm for migrating to random private IP address

1: function migratelp

2 listOflpAddressesToDiscard = []

3 while True do

4: listOflpAddressesinUse = getlpAddressesAlreadylnUse()

5: listOfPossiblelpAddresses = genereatePossiblelpAddresses()
6:

;

8

9

for ipAddress in listOflIpAddressesinUse do
listOfPossiblelpAddresses.remove(ipAddress)

end for

. for ipAddress in listOflpAddressesToDiscard do
10: listOfPossiblelpAddresses.remove(ipAddress)
11 end for
12: ipAddressForMigration = getRandomIp(listOfPossiblelpAddresses)
13: listOfIpAddressesToDiscard.append(ipAddressForMigration)
14: migrateTolpAddress(ipAddressForMigration)
15: if checklflnternetConnectivity() == True then
16: restartElectrosenseService()
17: break
18: end if
19: end while

20: end function

4 remotely at this point.

To distinguish between those two scenarios, the MTD script next checks if there is internet
connectivity by pinging Google see (see Algorithm 1, line 15). If it successfully pings
Google, the migration to the new IP address was successful. In this case, the last step is
to restart the Electrosense service, since the connection to Electrosense also gets disrupted
by the MTD approach (see Algorithm 1, line 16). By doing this the MTD approach aims
to keep the time in which the sensor is unavailable to a minimum. If pinging Google did
not work the script assumes that this means that migrating to the new IP address failed.
In that case the script just runs again, while removing the IP address to which it tried
to connect to and failed from the pool of possible IP addresses (see Algorithm 1, lines 9
to 11 and line 13).

5.2.4 Implementation

This MTD approach’s script is implemented in Python and does not require any additional
Python libraries to work, but it requires arp-scan and ifcon g to be installed on the
Raspberry Pi 4, which can be installed using the command "sudo apt-get install -y arp-
scan' from the terminal. Ifcon g should come preinstalled on Raspberry Pi OS by default.
The script does not take any parameters/arguments.
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5.3 Crypto Ransomware

For the scenario where a Raspberry Pi 4 is being utilized as an ElectroSense radio spectrum
sensor, two MTD Solutions where implemented to address crypto ransomware attacks.
Both MTD Solutions are coupled with a script that aims to identify and kill the running
ransomware process while it is still encrypting les. The MTD Solutions themselves aim
to keep as much data/ les as possible safe and unencrypted and thus minimize the damage
done by the crypto ransomware.

5.3.1 Identifying and Killing Encrypting Process

To help understand how the script (referred to as KillProcess from now on) responsible
for identifying and shutting down the encrypting process works a owchart is provided in
Figure 5.2. KillProcess works by rst retrieving a list of all currently running processes on
the Raspberry Pi (see Algorithm 2, line 2). After this step, the CPU usage of all processes
is monitored for a short while and all processes falling below a minimum threshold of 10%
CPU usage are discarded (see Algorithm 2, line 3). These processes are discarded based
on the assumption that encrypting les is a CPU intensive task. Therefore it is only
logical to discard the many processes outright which do not take up a signi cant amount
of CPU resources. In a next step further processes are removed from the set of processes
that could possibly be the encrypting process based on their process name. If the process
name belongs to a set of processes that are expected to be running (see Algorithm 2,
line 4) such as processes related to the MTD Solutions that will be discussed below and
processes related to the ElectroSense platform, they are removed from the list.

Algorithm 2 Simpli ed pseudo code algorithm responsible for identifying and killing en-
crypting process

1: function killProcess

2: listOfActiveProcesses = getListOfAlIRunningProcesses()

3: IteredListOfProcesses = IterProcsBelowThresh(10%, listOfActiveProcesses)

4: IteredListOfProcesses = IterKnownSafeProcesses(listOfActiveProcesses)

5: sortedListOfProcessesDesc = sort( IteredListOfProcesses)

6: for process in sortedListOfProcessesDesc do

7: numOfFilesOpened = getNumOfFilesOpenedByProcessinNSeconds(process,
60)

8: if numOfFilesOpened >= 5 then:

o: kill(process)

10: break

11: end if

12: end for
13: end function

After the processes have been reduced to a list of suspicious processes, the processes are
sorted in descending order of their monitored CPU usage. Next the script takes advantage
of the fact that ransomware usually encrypts a multitude of les over a short time. For
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Figure 5.2: Simpli ed Flowchart of Script Responsible to Identify and Kill Ransomware
Process
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each suspicious process, starting with the process exhibiting the highest CPU usage, the
script then monitors how many les are opened by that process within a minute (see
Algorithm 2, line 7). If the number of les opened equals or exceeds 5 di erent les the
currently monitored process is assumed to be the encrypting process and the process is
killed (see Algorithm 2, line 9). If no encrypting process could be identi ed no process is
Killed.

5.3.2 Honeypotting the Encryptor
5.3.2.1 WHAT

The moving parameter of this MTD Solution is the le system and its structure itself,
meaning that this MTD Solution is a data based MTD approach. It works by contin-
uously creating dummy les acting as a honeypot such that the encrypting process of
the ransomware gets stuck encrypting dummy data, while the script described in Sec-
tion 5.3.1 tries to shut down the encrypting process. This MTD Solution and the script
responsible for shutting down the encrypting process work in a symbiotic manner. While
the MTD Solution ideally stalls the encrypting process and prevents it from doing major
damage, the script described in Section 5.3.1 analyzes the running processes in order to

nd out which one is the encrypting one and then shuts it down. Therefore the goal of
this MTD approach is to minimize the amount data that is encrypted by the ransomware,
by trapping the encryptor in an endlessly expanding le tree populated with dummy les.

5.3.2.2 WHEN

This MTD Solution should not be deployed before the ransomware is running. The
deployment of this MTD Solution deployment only makes sense while an active attack
is ongoing and les are being encrypted considering that the goal of this speci ¢ MTD
Solution is to trap the encryptor of the ransomware while it is executing.

5.3.2.3 HOW

In order to understand how the script responsible for creating the dummy les and end-
lessly trapping the crypto ransomware in its encryption phase works, it is rst necessary
to understand how ransomware typically traverses a le system and encrypts les of in-
terest along the way. Usually ransomware encrypts les by stepping through directories
in a recursive manner and encrypting the les of interest in each directory it passes, as
can be seen in Algorithm 3. This means that in a rst step all les and sub-directories
in the root/start directory are gathered (see Algorithm 3, lines 2 and 3). Next, any les
matching one of the prede ned le extensions are encrypted (see Algorithm 3, lines 5
to 7). Once all the les that should be encrypted in the current directory were encrypted,
the same algorithm is recursively executed for all the sub-directories within the current
directory (see Algorithm 3, lines 9 to 11).
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Algorithm 3 Simpli ed pseudo code algorithm for traversing and encrypting les recur-
sively used in ransomware

1: function encryptFiles(directory, listOfFileTypesToEncrypt)
2: listOfFiles = getFiles(directory)

3 listOfSubdirecotries = getSubdirectories(directory)

4 for le in listOfFiles do

5 if getExtension( le) in listOfFileTypesToEncrypt then
6: encrypt( le)

7 end if

8 end for

9 for subdirectory in listOfSubdirectories do

10: encryptFiles(subdirectory, listOfFileTypesToEncrypt)

11: end for
12: end function

Given the fact that the aforementioned MTD Solution responsible for trapping the ran-
somware, is meant to be run after the encryption has already started, there is a problem
when it comes to in nitely creating dummy les to trap the ransomware. Simply put,
if dummy les are created in a directory which is currently being encrypted, this will
not have the desired e ect of trapping the ransomware, since in that case the list of les
to encrypt (see Algorithm 3, line 2) would already have been cached, meaning that les
added afterwards to the same directory, would only take up disk space, but would not
result in trapping the encrypting process.
To help understand how this MTD Solution works a owchart is provided in Figure 5.3.
The issues presented in the previous paragraph are why this MTD Solution instead cre-
ates dummy les in a preexisting random sub-directory of the speci ed directory in which
it is executed (see Algorithm 4, line 2). When the script is running, it keeps creating
new dummy les, while continuously migrating to a new sub-directory every x dummy
les, where x denotes a chosen amount of dummy les before moving to a newly cre-
ated sub-directory (see Algorithm 4, lines 5 to 17). Migrating to a new sub-directory is
necessary, since the dummy les need to be created in a directory which is not currently
being encrypted, but which is a sub-directory of the one that is currently being encrypted.
This means that once the encryption in a le directory starts, no les added to the same
directory will be encrypted. Similarly, no sub-directories added to the directory that is
currently being encrypted, will be recursively encrypted.
Looking at Figure 5.4 and assuming that directory A is currently being encrypted, it
would not be possible to trap the encrypting process by simply putting more les into
directory A. This would not work because the ransomware is only aware of the les and
directories that were present when it stepped into directory A meaning that no matter
how many les or directories are added to directory A after the ransomware has already
stepped in, only the les surrounded by the yellow rectangle (1,2,3) will be encrypted.
Similarly only the directories (B,C) surrounded by the yellow rectangle will be stepped
into to encrypt their les after the les mentioned above were encrypted.
As can be seen in Figure 5.5, this means that the MTD Solution needs to ensure that
at all times there exists a sub-directory (D) within the sub-directory (B) in which the
MTD Solution is creating dummy les (4,5,6,7). This is to avoid a scenario in which the
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Algorithm 4 pseudo code algorithm for trapping ransomware in a honeypot

1: function trapRansomware(directory, numTotalConcurrentDummyFiles, sizeOf-
DummygFiles, numDummyFilesPerDirectory)

2: currentDirectory = getRandomSubdirectory(directory)

3: numDummyFilesCreated = 0

4: nextDirectory = createNewSubdirectory(directory)

5: while killProcesslsRunning() == true do

6: if getAmountOfDummyFiles() < numTotalConcurrentDummyFiles then
7. if numDummyFilesCreated mod numDummyFilesPerDirectory == 0 then
8: currentDirectory = nextDirecotry

o: nextDirectory = createNewSubdirectory(currentDirectory)

10: end if

11 createDummyFilelnGivenDirectory(currentDirectory)

12: numDummyFilesCreated = numDummyFilesCreated + 1

13: end if

14: for le in getAllEncryptedDummyFiles() do

15: delete( le)

16: end for

17: end while

18: end function

@ Directory currently being encrypted
-A

Files and directories which
ransomware is aware of

]
al & & (8] [c]

Figure 5.4: Directory Tree

ransomware steps into the sub-directory (B), but can no longer be trapped because there
exists no sub-directory (D) into which dummy les could be created. By ensuring that
this is the case, this MTD Solution is capable of continuously creating new dummy les
in new sub-directories such that the ransomware can be stalled for hours. The amount of
time for which this MTD Solution could theoretically stall the ransomware is only limited
by the ever increasing path name of the sub-directories which cannot exceed a certain
character limit (4096 characters on most Linux distributions) before operations on les
cause errors [31].
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This desired property is trivially assured by passing a parameter for numTotalConcurrent-
DummyeFiles that is at least the double of the value speci ed for numDummyFilesPerDi-
rectory. This works because at any given time there are as many unencrypted dummy

les as speci ed by numTotalConcurrentDummyFiles which means that if a dummy le
is encrypted a new one is created. And since every x dummy les the MTD Solution
moves into a new sub-directory and creates a sub-directory within the previous one(see
Algorithm 4, lines 7 to line 10) this means that as soon as a dummy le is encrypted in
the current directory, a new dummy le will be created two sub-directories deeper.

- @ Directory currently being encrypted
-A

Files and directories which
ransomware is aware of

@ Dummy files and sub-directory for

‘ ‘ when ransomware enters directory B
Al (Al [4As] B| |C

2 & & & [0

Figure 5.5: Directory Tree With Dummy Files

Another issue that needs to be taken into consideration is the circumstance that disk
space on a Raspberry Pi 4 may be scarce, meaning that just creating dummy les without
deleting them as well after they have been encrypted, can Il up the remaining disk space
pretty quickly. This MTD approach accounts for this issue by being able to limit the
amount of concurrent dummy les that are on the system at any given time. This is done
by keeping track of the dummy les and deleting them once they are encrypted (see Algo-
rithm 4, lines 14 to line 16). New dummy les are only created (see Algorithm 4, lines 14
to line 16), if there are less unencrypted dummy les than the speci ed maximal amount
of concurrent dummy les (see Algorithm 4, line 6). This means, that new dummy les
are only created if old ones are actively being encrypted. Furthermore, considering the
disk space issue, this MTD approach also allows to de ne the size of the dummy les that
are created.

Lastly, this MTD Solution is con gured to run simultaneously to the KillProcess script.
Since this process can theoretically run for hours at a time, only limited by the length
of the path name of newly created dummy les, there needs to be a criteria on which its
execution stops. Therefore this script only runs as long as the KillProcess script is running
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in parallel. Once the encrypting process is killed, this MTD Solution’s script terminates
itself (see Algorithm 4, line 5).

5.3.2.4 Implementation

This MTD Solution is implemented using Python. For it to run it has the following
two dependencies that are not standard Python libraries: psutil, setproctitle. So when
adding the corresponding script to the Raspberry Pi it is necessary to make sure that
these two dependencies are installed either in a virtual environment or the main Python
environment.

5.3.3 Keeping Critical Data Safe

An alternative to trying to keep data safe by trapping the ransomware as shown in the
section above, is to concentrate on keeping critical data safe in a targeted manner instead.
This MTD Solution aims to keep prede ned data within speci ed directories safe by
changing their le extensions.

5.3.3.1 WHAT

In this MTD Solution the moving parameter is the le extensions of les, that are supposed
to be kept safe from encryption. Since this changes the presentation of the data on the
system, this is also a data based MTD approach.

5.3.3.2 WHEN

Similar to the MTD Solution described above, this MTD approach is also intended to be
run while a crypto ransomware is encrypting les, since it is inteded to keep les safe from
encryption.

5.3.3.3 HOW

This MTD Solution works by using the fact that crypto ransomware usually only encrypts
precon gured le types (see Algorithm 3, from line 5 to 7) to its advantage. The crypto
ransomware decides which les to encrypt by checking the le extension of the les. This
opens up the possibility to use the le extensions as a moving parameter similarly as pro-
posed in [12]. In other words: This MTD Solution works by changing the le extensions of
les which the system administrator sees as critical to some randomly generated pseudo
le extensions.
To help understand how this MTD Solution works a owchart is provided in Figure 5.6.
For the script to work three parameters need to be speci ed, rst the directory in which
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the les that should be secured reside, second a list of le types (indicated by their exten-
sion) that should be remapped to pseudo le extensions and third a boolean ag indicating
if the les in the subdirectories of the speci ed directory should also be remapped in a
recursive manner. The latter two options are given, so that one can gain the time advan-
tage against the encrypting crypto ransomware. Since changing the le extensions is done
while the ransomware is encrypting les, this can potentially create a situation where the
les that the script is trying to secure can be encrypted before the script is able to change
their le extensions. Therefore minimizing the amount of overall les and directories to
secure, can be crucial when it comes to gaining a time advantage. If no le types were
speci ed, the MTD Solution uses a default set of le extensions which it considers for
remapping.
The script works by rst creating a map/directory mapping from the extensions that
should be replaced to a random string acting as a pseudo extension (see Algorithm 5,
lines 4 to 6). The pseudo extensions consist of an alphanumeric string that is randomly
generated and checked against a list of known valid le extensions and already assigned
pseudo extensions, to ensure that it is neither a valid le extension itself or a pseudo
extension which another real extension already maps to. The latter is done to ensure a
1:1 mapping (between the real le extensions and the pseudo le extensions) and therefore
avoid collisions such that once the encrypting process is killed the pseudo extensions can
be easily replaced with their real counter part again.

Algorithm 5 Simpli ed pseudo code algorithm for changing le extensions of les

1: function changeFileExtensions(directory, listOfExtensionsToChange, doRecur-
sion, mapForExtensions)

2: if mapForExtensions == null then

3: mapForExtensions = createEmptyMap()

4: for extension in listOfExtensionsToChange do

5: mapForExtensions.put(extension, createRandomExtension)

6: end for

7: end if

8: listOfFilesInDirectory = getFilesOfDirectory(directory)

o: for le in listOfFilesInDirectory do

10: if getExtension( le) in listOfExtensionsToChange then

11: changeFileExtenstion( le, mapForExtensions.get(getExtension( le)))

12: end if

13: end for

14: if doRecursion == True then

15: listOfSubDirectories = getSubDirectories(directory)

16: for subDirectory in listOfSubDirectories do

17: changeFileExtensions(subDirectory, listOfExtensionsToChange, doRecur-
sion, mapForExtensions)

18: end for

19: end if

20: end function

In a next step, a list of all the les within the speci ed directory is retrieved (see Algo-
rithm 5, line 8). For each le it is then checked if the le is one of the given le types
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that should be remapped to a random extension see (see Algorithm 5, line 10) and if
so the le extension of said le is replaced with the corresponding pseudo extension (see
Algorithm 5, line 11).

If the parameter doRecursion was set to true the function changeFileExtensions() is called
for all the subdirectories of the given directory, while also providing the already generated
dictionary/map for the le extensions for reuse (see Algorithm 5, lines 14 to 19).

5.3.3.4 Implementation

This MTD Solution is implemented using Python. For it to run, it has the following
two dependencies that are not standard Python libraries: psutil, setproctitle. So when
adding the corresponding script to the Raspberry Pi it is necessary to make sure that
these two dependencies are installed either in a virtual environment or the main Python
environment.

5.3.4 User-Level Rootkits

In this section an MTD Solution will be presented which is capable of dealing with both
of the scenarios mentioned in Section 2.3.3. This section will rst be looking at the
scenario in which /Zetc/Id.so.preload remains linked, but is appended with untrustwor-
thy shared libraries/objects as a way to install the rootkit. It will also considered that
/etc/1d.so.preload could potentially be hidden from view and not directly accessible. Sec-
ondly this section will be looking at the scenario in which /etc/Id.so.preload was unlinked
and another le which lists the path to the untrustworthy shared libraries/objects was
linked in its place.

5.3.5 WHAT

This MTD Solution relies on changing the runtime environment, speci cally by using
LD_PRELOAD to preload legitimate C libraries in order to avoid meddling from the
rootkit. This makes it possible to sanitize /etc/ld.so.preload or to unlink the le which
replaced it from the dynamic linker without having to worry about accessing the necessary
system les. So this MTD Solution works by changing the runtime environment.

5.3.6 WHEN

This MTD approach is meant to deployed after the rootkit has been installed. This is
due to the fact that this MTD approach aims to uninstall/disable the rootkit.
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5.3.7 HOW

To help understand how this MTD Solution works a owchart is provided in Figure 5.7.
When it comes to accessing hidden les, it is possible to make use of the fact that spec-
ifying shared libraries/objects in /etc/ld.so.preload is not the only available option to
preload shared libraries/objects. When running an application/command it is possible to
tell Linux to run the application/command with some shared libraries preloaded. This is
done by calling "LD_PRELOAD=example.so™ as a pre x to the command (which starts
the application). In that case the libaries speci ed in example.so would be preloaded
before running the application/command.

Preload legitimate C
libraries

Has
Id.so.preload
been unlinked
from dynamic
linker?

Unlink file that replaced
Id.so.preload and link Id
so.prelaod again

Replace Id.so.preload
with clean backup of
Id.so.preload

Figure 5.7: Simpli ed Flowchart Of MTD Solution That Removes User-Level Rootkits
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Since LD_PRELOAD is used to de ne shared libraries/objects that should be preloaded
on an application level, it takes precedence over the preloaded shared libraries speci-

ed through /etc/ld.so.preload that are preloaded on a system wide level [16]. This
means that to sanitize /etc/ld.so.preload it is possible to just run a script which replaces
/etc/1d.so.preload with a known good/sanitized version of Id.so.preload with the pre x
"LD_PRELOAD=/lib/arm-linux-gnueabihf/libc.so.6" (see Algorithm 6, line 7). By using
"LD_PRELOAD=/lib/arm-linux-gnueabihf/libc.s0.6" it is guaranteed that the legitimate
C libraries are loaded and therefore any operations accessing and writing to les should
work as intended again. Therefore any hiding of les or disabled access to les is negated
by using the same approach that the rootkit takes to hijack said C libraries in the rst
place.

Algorithm 6 Simpli ed pseudo code algorithm for removing/disabling rootkits

1: function removeRootkit

if hasLdSoPreloadBeenUnlinked then
3 stringToReplace = getStringByWhichLdSoPreloadWasReplaced
4 replaceStringInLdSo(stringToReplace, "/etc/Id.so.preload™)

5 replaceLdSoPreloadWithBackupLdSoPreload()

6: else
7

8

9

replaceLdSoPreloadWithBackupLdSoPreload()
end if
. end function

As stated above a sanitized version of ld.so.preload is needed. This sanitized version
should ideally be a backup of the original untempered with Id.so.preload le. Considering
that this MTD approach relies on a backup le this introduces its own risks though, since
the /etc/Id.so.preload le can gain new entries if some applications are installed that rely
on preloading. This would necessitate creating a backup of the known good/sanitized
Id.so.preload le every time the system gets any major updates or when any major ap-
plications were installed to make sure that using this MTD Solution does not end up
removing the rootkit, while simultaneously breaking the system. But given the scenario
in which the Raspberry Pi 4 is being used as an ElectroSense spectrum sensor and for
nothing else, it is not very likely that the contents of /etc/ld.so.preload would change
during its normal usage which suggests that the MTD Solution presented here might be
a feasible option to keep the spectrum sensor safe from user-level rootkits.
We also need to consider the case in which /Zetc/ld.so.preload has been unlinked from
the dynamic linker and a di erent le has been linked in its place as the le which
lists the shared libraries/objects which the dynamic linker should preload. The rele-
vant le in which /Zetc/Id.so.preload is speci ed/linked to is /lib/arm-linux-gnueabihf/1d-
2.24.50. The le /etc/ld.so.preload is speci ed in /lib/arm-linux-gnueabihf/ld-2.24.s0 ex-
actly once. By replacing the string "/etc/ld.so.preload™ within the le with any other
le path /etc/ld.so.preload is unlinked and the other le is linked to the dynamic linker.
Knowing where the string "/etc/ld.so.preload" should occur, it is possible to test if it is
present and if it is not present the MTD Solution’s script knows that a rootkit is installed
and that /etc/Id.so.preload was unlinked. In that case the script changes /lib/arm-linux-
gnueabihf/ld-2.24.so to include the string "/etc/ld.so.preload" again by simply overwriting
the string that replaced it (see Algorithm 6, lines 2 to 4). Just to be sure the script than
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also replaces /etc/ld.so.preload with the backup version, since it is possible that it was
tampered with as well (see Algorithm 6, line 5). This is enough to break rootkits that
work by unlinking /Zetc/ld.so.preload and linking to another le of their own which points
to their malicious shared libraries.

By checking if the string "/etc/ld.so.preload” is present in /lib/arm-linux-gnueabihf/Id-
2.24.50 the MTD Solution can also establish with which type of user-level rootkit it is
dealing with and then select the corresponding approach to take (see Algorithm 6, line 2).

5.3.8 Implementation

The MTD approach described above is implemented in Python. It only uses standard
Python libraries as its dependencies. The MTD script additionally necessitates that sed
is installed on the Raspberry Pi, but sed is usually preinstalled on Raspberry OS. The only
other prerequisite needed for it to work properly is that a backup copy of /etc/Id.so.preload
has been created and that said backup has been renamed to backupLSP and moved to
the directory in which the MTD approach’s script resides.



Chapter 6

Evaluation of MTD Framework

6.1 Methodology

In this chapter the MTD Framework and the MTD Solutions presented in Chapter 4
and 5, will be evaluated against real malware. To test the di erent MTD Solutions the
Raspberry Pi 4 acting as an ElectroSense spectrum sensor will be infected with represen-
tative malware of each attack type covered in Section 2.3. Then using the MTD Deployer
Client the MTD Framework will be triggered to deploy the speci ¢ MTD Solution which
is appropiate for the currently running/installed malware. Then the Raspberry Pi 4 will
be checked manually to see if the malware is still in a working state or if the malware was
disabled/disrupted by the MTD Solution deployed by the MTD Framework. So the main
criteria by which the MTD Framework and more speci cally the MTD Solutions will be
evaluated is by a binary answer to the question if they actually are able to disrupt/disable
the malware.

Where it makes sense performance data (CPU usage, memory usage) will be gathered.
While some of the implemented MTD Solutions run for a short time (milliseconds to sec-
onds range), others can run for multiple minutes and are more resource intensive on the
system. For the former evaluating their performance impact (CPU usage, memory usage)
is not necessary and therefore not done, for the latter performance data is gathered and
provided in the evaluation.

All performance data regarding CPU and memory usage presented in this section was
gathered by running nmon (Nigel’s performance Monitor for Linux) on the Raspberry Pi.
This tool allows for real time monitoring of system resources, but it also allows for system
resources to be monitored over time. When monitoring system resources over time, it
IS necessary to specify a sample rate in seconds as well as the total amount of desired
samples. This could for example look like this: "nmon -f -s1 -c600™. The "-f" signi es
that nmon should be run in batch mode, meaning that it should record the data gathered
toa lein a csv format, "~s1" speci es the time interval (in seconds) that should elapse
between the samples while "~c600" speci es the total amount of samples that should be
recorded. In this case, nmon would be running for 10 minutes (600 seconds) and create
600 individual samples/snapshots depicting the system resources at the time they were
created.

45
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For the Command & Control based MTD Solution additional data was gathered to mea-
sure the impact of the MTD Solution on the network throughput of the system. This
was tested by measuring how many bytes the spectrum sensor sends to the ElectroSense
platform during normal use for a given time interval (20 minutes), then measuring how
many bytes the spectrum sensor sends if the MTD Solution is deployed once in the same
timespan and nally also measuring how many bytes are sent if the MTD Solution is
deployed once per minute. This data was gathered using iftop by using a Iter for the
ElectroSense server’s IP address and specifying that it should run for 20 minutes (iftop
-i ethO -f "dst net 194.209.200.16" -t -s 1200 > log.txt). The goal of this experiment is to
determine if there is a signi cant loss in data throughput due to the migration of the IP
address.

6.2 Results

6.2.1 MTD Framework Running in the Background

Since the MTD Framework is intended to be running at all times as a background service
that listens for attack reports, it is necessary to consider how the service running in the
background a ects the Raspberry Pi’s system resources. For this reason the overall CPU
load and the total memory usage of the system were monitored with and without the
MTD Framework’s service running in the background for 10 minutes each.

As can be seen in Figure 6.1a and 6.1b the overall CPU usage is not signi cantly higher
if the MTD Framework is running in the background and actively listening for attack
reports. Similarly Figure 6.2a and 6.2b does not exhibit a signi cant increase in memory
usage.

6.2.2 Command & Control Based Malware

In the following section, the MTD Solution described in Section 5.2 will be tested against
real CnC based malware. It is noteworthy to mention that migrating to another IP
address results in a short time without internet connectivity. From the testing executed
here, it is safe to say that the spectrum sensor was never o ine for longer than a few
seconds at best. Before looking at speci ¢ malware this section will investigate if the
above mentioned short loss in internet connectivity constitutes a major problem.

6.2.2.1 Throughput to the ElectroSense Platform

As already mentioned in Section 6.1 and above, this section will analyze how much the
data throughput to the ElectroSense platform su ers when the MTD Solution that changes
the IP address is triggered. To test how the MTD Solution a ects the data throughput
to the ElectroSense platform the bytes sent to the ElectroSense platform were monitored
for 20 minutes with and without deploying the MTD Solution (see Figure 6.3). When the






