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Abstract

Deep neural networks have found great success in various recognition tasks. While their per-
formances speak for themselves, they are still not fully understood. In particular, deep neural
networks are susceptible to adversarial attacks. Research has found ways to defend against these
attacks, one of the strategies being adversarial training, where networks are introduced to adver-
sarial samples during training time. Another field where deep neural networks face problems are
open-set recognition tasks, where the neural network has to address samples that do not belong
to any known class. Some of the approaches addressing this problem incorporate samples, not
belonging to any known class, whilst using a specific loss functions like the entropic open-set loss.
The question remains if these two problems are somehow related to each other. Prior work sug-
gested that open-set performance can be achieved by utilizing adversarial training. In this thesis
we perform adversarial training on different types of loss functions, research these networks for
adversarial stability, and evaluate their open-set recognition performances.






Zusammenfassung

Deep neural networks haben bei verschiedenen Erkennungsaufgaben grofse Erfolge erzielt. Ob-
wohl ihre Leistungen fiir sich sprechen, sind diese Netzwerke nicht vollstindig erkundet. Ins-
besondere sind deep neural networks anfillig fiir "adversarial” Angriffe. Die Forschung hat Wege
gefunden, sich gegen diese Angriffe zu verteidigen. Eine dieser Strategien ist das adversarial
Training, bei dem Netzwerke wahrend der Trainingszeit mit adversarial Proben vertraut gemacht
werden. Ein weiterer Bereich, in dem deep neural networks auf Probleme stofsen, sind Open-Set-
Erkennungsaufgaben, bei denen das Netzwerk Proben adressieren muss, die keiner bekannten
Klasse angehoren. Einige der Ansdtze zur Losung dieses Problems beziehen Stichproben ein, die
keiner bekannten Klasse angehoren, und verwenden gleichzeitig spezifische Verlustfunktionen
wie den entropic open-set loss. Es bleibt die Frage, ob diese beiden Probleme irgendwie miteinan-
der zusammenhéngen. Friihere Arbeiten legten nahe, dass relativ gute Open-Set Leistung durch
adversarial Training erreicht werden kann. In dieser Arbeit fithren wir adversarial Training fiir
verschiedene Arten von Verlustfunktionen durch, untersuchen diese Netzwerke auf adversarial
Stabilitdt und bewerten ihre Open-Set Leistung.
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Chapter 1

Introduction

The research revolving around deep neural networks (DNNSs) is steadily growing in size and the
fields such networks are applied to are constantly expanding. Image recognition is one of those
fields where DNNs have found major success. The networks are able to learn how to classify
the content of images fairly accurately based on examples of available classes. Despite achieving
high accuracy in correctly classifying images, research has shown that deep neural networks are
susceptible to adversarial attacks ( ). Adversarial attacks can be regarded
as optical illusions to DNNSs, their purpose mainly being to deceive the network while retaining
visual form for humans. An adversarial sample is commonly characterized as the perturbed
counterpart of a correctly classified clean sample. The perturbation should be done in such a way,
that the network misclassifies the sample, while ideally, it remains visually indistinguishable from
the previous clean image by the human eye. The misclassification is frequently performed with
a high assumed certainty, by the network, making this phenomenon a very interesting field of
study. While there are conflicting explanations for the vulnerability of DNNs against adversarial
attacks, research has shown that defenses such as adversarial training can improve the robustness
against them ( , )- The training method essentially consists of involving adversarial
attacks during the training phase of the networks, making them less prone to these attacks.

Another issue deep neural networks face is handling unknown classes. Generally during
training the networks receive solely information from the known classes, as such it is later able to
distinguish between them. The problem arises when a network receives an image not belonging
to the known class pool, but only has the option to classify it as one of the known classes. These
images, not belonging to any of the classes, are misclassified frequently with a high certainty, the
same as the adversarial images. Open-set recognition (OSR) tasks address this problem, one of
the approaches being the entropic open-set (EOS) training technique introduced by
( )- Contrary to the closed-set approaches where the networks are only trained with known
classes as positives, EOS incorporates unknown samples as negatives into the training phase, as
such the networks are able to distinguish known classes from the unknown ones. The selection
of unknown samples for the training phase is still a relevant question. The question is, which
samples are suitable to represent the whole spectrum of the unknown classes?

An interesting idea is to regard adversarial images as unknown samples and incorporate them
as negatives. While adversarial training has been done in closed-set scenarios, where the adver-
sarial samples are used as positives, adversarial training in the open-set scenario still remains a
rather new field. Both ( ) and ( ) used adversarial samples as negatives
in combination with the EOS loss during their experiments. Their findings indicated the reason-
able effectiveness of such adversarial training. While their experiments mostly revolved around
evaluating the open-set capabilities of such trained networks, their adversarial stability remains
to be evaluated.

In this thesis, we focus on researching different aspects. Firstly, we want to analyze the ad-
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versarial stability of standard open-set models and compare them to their standard closed-set
trained counterparts. The overall OSR capabilities shall also be compared to each other. We use
three different models for this purpose to address this question:

« Are standard open-set trained networks more robust than the standard closed-set trained
network against adversarial attacks?

Secondly, we search for the most suitable adversarial samples to train open-set with, so that they
are resistant to adversarial attacks. The main variable we impose is that the open-set networks still
remain relatively viable for OSR tasks. Similarly, we search suitable adversarial samples for the
closed-set network, to achieve adversarial stability. The adversarial trained networks are tested
on their adversarial stability to address the question:

» What adversarial samples are suitable to train open-set and closed-set networks with to
achieve adversarial stability?

Lastly, we want to find how the adversarial trained networks compare to their standard trained
counterpart. We compare them based on their OSR capabilities and adversarial stability.

+ Are open-set adversarial trained networks viable?



Chapter 2

Background and Related Work

This chapter covers the relevant topics on which the thesis is based while omitting the fundamen-
tal theories of machine learning and rather focusing on its subtopics. Section 2.1 describes the
open-set scenario and discusses open-set recognition difficulties. Section 2.2 introduces differ-
ent approaches tackling the OSR problem. In Section 2.3 adversarial attacks and their taxonomy
are presented. Finally, Section 2.4 discusses the methods and related work on how adversarial
training is done.

2.1 The open-set scenario

As the name entails, open-sets have no exact limit points, while closed-sets have clear limit points.
In the context of machine learning, one tries to establish boundaries between classes to properly
differentiate between them, for example through features. While in the closed-set scenario there
are only known classes whose boundaries are known and defined, the open-set scenario introduces
unknown classes whose boundaries are open and thus invite limitless possibilities and problems.
In the field of machine learning, open-set recognition (OSR) tackles these problems. The concept
of OSR was formally introduced to the machine learning world by ( ), where
the authors defined the OSR problem as minimizing the open-set risk. In the following years,
researchers sought different approaches to tackle these unknown classes, by developing networks
suitable to minimize the risk of misclassification for an open-set scenario. Various approaches
have been developed, which will be elaborated upon in the next section and although the field of
OSR is compromised by a wide range of machine learning tasks, this thesis focuses mainly on the
visual multiclass classification problem of it.

Contrary to the open-set scenario, in the traditional closed-set scenario, multiclass recognition
tasks focus exclusively on the classification of known classes. In the closed-set recognition (CSR)
setting all classes are known during the training time and generally the goal of a CSR-trained
network would be to differentiate between these known classes accurately during testing. Whilst
OSR operates with the same goal in mind, it also has the task of handling unknown classes.
Although these unknown classes may occur during training time, their inclusion and handling
during testing are the main aspects of OSR tasks. As such, the goal of an OSR trained network
would be to differentiate between known classes, while also having the ability to discern un-
known classes as unknown. The objective of OSR is only a slight extension of the CSR one, but
the increase in complexity is immense due to the limitless possibilities of the unknown classes.
Albeit the stark rise in complexity, the open-set scenario embodies real-world recognition cases
and their problems more accurately and its research is a worthwhile endeavor. Likewise, many
closed-set scenario approaches are desired to be extended to an open-set scenario for this rea-
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son. As mentioned by ( ), open-set recognition faces the problem of incomplete
knowledge of the limitless variety in unknown samples and the finite training time, thus one
goal is to balance out the risk of the unknown in the open space with the known risk. The task
of finding suitable representative samples of the unknown classes, which are to be used during
training and testing, is of great importance. The general goal is to find samples that represent a
vast amount of possible and probable unknown classes that are present during testing time. Oth-
erwise, an OSR network would either need to be trained endlessly due to the limitless number of
unknown classes, or it may only be specialized for certain unknown classes. To tackle this prob-
lem and to put it in the multiclass classification context for a better understanding, this thesis is
relying on the notation proposed by ( ), which defines the following:

+ Y C N: The infinite label space of all classes. These are all the classes we can define with our
language.

« C=1{1,...,C} C Y: The set of the known classes of interest that the network shall identify.
These are the classes the model should be able to differentiate between. Their samples are
usually referred to as positives in the OSR setting.

« U =Y\ C: The unknown classes containing all types of classes the network needs to reject.
These are the classes the model should not be able to differentiate between, but be able to
reject as not being part of known classes C. Furthermore, I/ can be divided into:

1. B C U: The set of known unknown classes. These are the classes the network has some
knowledge of. Generally they will be introduced during training and can also occur
during testing of the network. Their samples are also usually referred to as negatives,
as they stand in opposition to the positive/known samples during training.

2. A=U\B =Y\ (CUB): The set of unknown unknown classes. These are the classes that
are not used during training of the network and are only used during testing. Their
samples are also commonly referred to as unknown samples, as they are truly unknown
to the network.

As such, D,, are samples belonging to the known classes C seen during training and D, are the
samples only seen during testing. Likewise, the samples belonging to the known unknown classes
B during training and testing are depicted as Dj and D, respectively. The samples seen only dur-
ing testing, representing unknown unknown classes are depicted as D,. Thus, the overall unknown
test samples are represented as D,, = D, U Dy,

To illustrate the open-set recognition problem in the context of multiclass classification tasks,
observe Figure 2.1 The first Figure 2.1(a) shows a closed-set model in a two-dimensional field. The
points represent samples, and their coordinates represent some sort of feature that can be divided
into four separate classes. In our case, these samples would belong to D.. Here it is assumed
that only samples from known classes are present, and the boundaries are defined by the edges
and lines of the figure. The model is hence only trained and tested with these boundaries and
possibilities in mind. Going over to the second Figure 2.1(b), the space is opened up. While
the samples D, remain in the predefined boundary, unknown samples D,, represented by "?” are
invited into the plane field. These unknown samples are classified as one of the known classes
because the current classifying method of the model can only operate on the CSR setting. As can
be seen, a closed-set trained model is an inadequate solution to solve an open-set problem.
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Figure 2.1: OPEN SPACE. The subfigure (a) shows a closed-set view and the subfigure (b) shows an open-
set view of the same classification problem. Source: (Boult et al., 2019)

2.2 OSR Approaches

Open-set recognition approaches aim to correctly classify known samples while rejecting un-
known samples. For this objective, several approaches have been proposed. In a recent survey
by Geng et al. (2020) a multitude of open-set recognition approaches have been comprehensively
covered and were also shown on how they link to each other. The authors divide the approaches
between discriminative and generative perspectives and remark that there might be an unknown
hybrid method still to be researched for.

Generative models are separated into Non-Instance generation and instance generation. Non-
instance generation seems to be in its infancy and Geng et al. (2020) only lists one approach, which
applies the hierarchical Dirichlet process to the OSR setting Geng and Chen (2020). A noteworthy
example of an instance generation model is the Generative OpenMax (G-OpenMax) by Ge et al.
(2017). The approach combines generative adversarial networks (GANSs) (Goodfellow et al., 2014)
with the OpenMax algorithm (Bendale and Boult, 2016a), by producing synthetic samples with
their own new label and using them besides the known label samples during training. Although
this method uses deep neural networks it is categorized as an instance generation-based method,
as it generates unknown samples during the learning phase.

The function of discriminative models is, as the name suggests, to establish some form of
boundaries based on the determined probability scores of the samples. This boundary forma-
tion is mostly done through a thresholding scheme. Once a sample reaches a certain probability
score it will either be classified to a known class or if it falls below it, it is marked as unknown.
The approaches are furthermore subdivided into traditional machine learning (TML) based and
DNN-based models. A few notable TML-based methods are the "1-vs-set machine" by Scheirer
et al. (2013), which adds another plane to traditional support vector machine-based models to
minimize the open risk, the sparse representation open-set recognition model (SROSR) by Akhtar
and Mian (2018), which utilizes the Extreme Value Theory (EVT) modeled error distributions,
Bendale and Boult (2016b) proposed the Nearest Non-Outlier (NNO) method, which extends on
the Nearest Class Mean classifier by adding object categories incrementally for novelty detection
and Rudd et al. (2018) introduced the Extreme Value Machine (EVM), which also uses EVT to
extend upon margin distribution based recognition algorithms. DNN-based models mainly fo-
cus on modifying the softmax layer and formulating a thresholding scheme to generalize a CSR
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Figure 2.2: OSR METHODS. OSR approaches, which are divided into different categories, depending on
the methods used to minimize for open risk ( , ).

model to an OSR setting. These DNN approaches are a central focus of study for this thesis and
will be discussed in the following subsections in more detail.

2.2.1 Tresholding softmax scores

The softmax function is widely used in the field of machine learning and in the context of DNN
multiclass classification, the function resides in the final layer as the activation function. The
function can convert any vector into a probability distribution, which provides an evident ser-
vice in determining the certainty of recognition tasks. Softmax was formally incorporated in the
machine learning field by ( ) and is seen as a staple function in deep neural networks.
The thresholding method enables every closed-set trained network to operate in the open-set sce-
nario. Due to its simplicity and core features, the approach generally serves as a good benchmark
for open-set classification purposes.

For this method, a neural network is commonly trained with only samples of known classes
C. Given a sample, the forward pass of the network provides a logit vector as the output. The
softmax layer receives the logit vector as an input and converts it to positive numbers between
0 and 1. These numbers can be regarded as probability scores that have by design the sum of 1.
Each score describes how probable it is for a sample to belong to a specific class. The softmax
function is defined as follows:

elc(r)

Z elc/(ﬁ)

ceC

Sel) = @1)

where a sample x will receive a softmax value S.(z) for a specific class c € C = {1, ...,C} and l.(x)
represents the logit value of the specific class c. As such, the sum of all class probabilities equals
to 1 for a given sample x:

> S(z)=1 (2.2)

In a closed-set scenario, generally, the maximum softmax score determines to what class a sample
is classified to. Following this classification method, even unknown samples will be classified to a
certain class, which by definition they certainly do not belong to. By thresholding to an arbitrary
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softmax score, the closed-set recognition problem can be extended to an OSR scenario. Therefore,
a sample will be classified as unknown if the highest softmax score is below the threshold. Given
an arbitrary threshold value ¢, a sample z is classified as unknown if it fulfills the condition:

max Se(z) < 0 (2.3)

2.2.2 Softmax with a Background Class

Implementing a background or garbage class is another simplistic approach, which can be used
in several ways ( ; , ) to tackle open-set recognition
tasks. This generally 1nvolves trammg the network with samples belonging to the classes of the
sets C and B. For the most simplistic case, a new class is created U, where all the background
samples can be collected in. This unknown class U can be treated as one of the known classes, as
their samples have their separate label. Let K be the number of classes to differentiate between
and C number of known classes so that C' = K applies for the standard softmax approach. In the
case of the background class approach, C' + 1 = K would apply. In a sense the conglomerate of
the unknown classes U is contained as one class in the known classes C = {1, ..., C, U}, while still
not constraining these unknown samples in any way, besides them not belonging to the known
classes. As such the softmax function for the probability scoring does not need any modification,
besides the adjustment of the number of classes. The maximum softmax score of a sample still dic-
tates which class it belongs to. By incorporating a background class for all the unknown samples,
the thresholding scheme can be omitted and a previous closed-set neural network is operable in
an open-set scenario. In an open-set recognition setting a sample z, with a target label ¢ and all
possible classes being ¢ € C = {1, ..., C, U}, is correctly predicted by the neural network when the
following condition applies:

argmax S¢(x) = ¢ (2.4)
c

A natural drawback to this method is the needed addition of negative samples from B during
training. This increases the training time and the selection of samples comes into question, which
adds another layer of complexity. The wide variety of possible unknown samples and their usual
larger quantity during training can cause a serious dataset bias ( , ), making the
correct implementation of this approach much more complicated than the thresholding scheme.
A way to counteract the bias while still including a wide variety of unknown samples is to apply
a specific weight to the unknown class during the loss calculation. Let the standard categorical
cross-entropy loss for a sample x be:

K
. Z Welg o log Se(x) (2.5)
=1

K is the number of classes, w, is the weight of a class ¢, ¢, .. is the target label value and S.(z) (2.1)
is the softmax score of the sample z for the class c. For standard softmax loss, where the network
is only trained with known classes, the classes are commonly weighted the same Vc : w. = 1. For
the background approach, unknown samples can be weighted less depending on the size of the
training set. In the case of multi-class classification, where the labels are one-hot encoded, ¢, . is
defined as:

vx,cec:tmz{l ife=2 (2.6)

’ 0 else

where ¢, represents the true class for a sample x. This means all softmax scores besides the one
of the true class add 0 to the loss calculation for a given sample.
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2.2.3 Entropic Open-Set Loss

The entropic open-set loss function was introduced by ( ) as an extension to the
cross-entropy softmax loss. Same to the background class approach, neural networks operating
on the EOS loss, require negative samples B during training to function properly in an OSR testing
scenario. While the background approaches generally incorporate an additional class for the
negatives, the entropic open-set loss approach does not add another class to the network. Instead,
it uses the distribution of the softmax score to define what an unknown sample is. As stated by

( ), the entropic open-set loss maximizes the entropy of unknown samples, by
using equivalent target values ¢, . for every class, given a negative sample. For unknown samples
during training i.e. negatives x € Dj the t, . is defined as:

1

Vz € Dy Citye=—
T e b,CE , |C|

(2.7)

while known samples during training i.e. positives = € D, still have the one hot-encoded target
values (2.6). For negative samples, the loss function, therefore, aims to evenly distribute softmax
scores across the classes. This means that an unknown sample, in the best-case scenario, should
receive the same probability score to belong to each of the known classes. In the same fashion as
for standard softmax discussed in Section 2.2.1 a thresholding can be applied. The clear advantage
here is that the neural network was explicitly trained for unknown classes, with the intent that
the unknown samples will have evenly distributed softmax scores through the classes and thus
fall below the threshold.

2.2.4 Open-Set Classification Rate

Additionally to the EOS loss ( ) introduced the Open-set Classification Rate
(OSCR). Open-set recognition faces the problem of classifiers needing to accurately classify known
classes while detecting and rejecting unknown samples. To perform the OSCR evaluation both
samples from the known classes D, and from the unknown classes D,, are needed. The Correct
Classification Rate (CCR) is calculated by dividing the number of samples D, which are correctly
classified and have a probability score over 6 by the total number of samples |D.|. The False
Positive Rate (FPR) is calculated by dividing the number of unknown samples D,, which have a

probability score for any known class ¢ € C over 6 by their total number |D,,| ( ,
).
>
FPR(9) = Hz |z €D, /\n1DaX|CP(c | ) > 9}|,
¢ 2.
_ Hx |z eD.Nargmax, P(c|x)=¢NP(c|z) >0} @8)

CCR(0) .|
The CCR and FPR are plotted against each other, while the left side indicates a high probability
threshold 6 and the right side a low one. Values in the top left corner signify that a model has
a high CCR and low FPR for a higher threshold . A balanced dataset is probably beneficial to
capture a networks open-set perfomances. The OSCR metric is our general metric to evaluate the
OSR capabilities of our models in the experiments.
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original image perturbed image
prediction: giant_panda the perturbation, prediction: bucket
enhanced 127 times

Probability: 90.8% Probability: 87.5%

original image perturbed image
prediction: giant_panda the perturbation, prediction: wooden_spoon
Probability: 97.3% hanced 127 tim Probability: 98.3%

Figure 2.3: IMAGENET PERTURBATION. Pandal and Panda2 are perturbed and classified with help of
Advertorch framework®

2.3 Adversarial Attacks

Adversarial attacks are the second main topic of the thesis. The extensive survey by Akhtar
and Mian (2018) shows that while deep neural networks have found great success on a variety
of Computer Vision tasks, they are vulnerable to adversarial attacks. To have a more concise
overview of the topic, multiple terms and definitions will be explained in the following sections.

2.3.1 Adversarial Samples

The term "adversarial samples" was first introduced by Szegedy et al. (2014), where the authors
researched the stability of neural networks. They made the interesting observation that a state-of-
the-art deep neural network can be fooled by slightly perturbed samples and coined such samples
as "adversarial samples". Each of these samples has usually an original image counterpart, which
was or would be correctly classified by the network. Contrary to rubbish (Goodfellow et al,
2015), negatives and unknown class samples, which humans would generally recognize as not
belonging to the known classes, adversarial samples are ideally practically indistinguishable from
their original counterparts by the human eye. This discovery raised major security concerns for
deep neural networks and called for further research and discourse. In the adversarial attacks
survey by Akhtar and Mian (2018), it is pointed out that there are varying explanations for the
existence of adversarial samples. Goodfellow et al. (2015) hypothesizes their existence is the result
of deep neural networks being too linear instead of nonlinear as previously thought. While this


https://farm1.static.flickr.com/230/524562325_fb0a11d1e1.jpg
https://raw.githubusercontent.com/EliSchwartz/imagenet-sample-images/master/n02510455_giant_panda.JPEG
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linearity hypothesis explains the susceptibility of networks to certain adversarial attacks, other
research ( , ; , ) do not support it.

Taking Figure 2.3 for instance, both left images have been correctly classified by the network
with a high probability. Through a minor but specific perturbation, the same network classifies
the images to completely different classes, with a similar high probability. From a human per-
spective, the original images seem to be identical to the adversarial ones, so one must naturally
conclude that the network has some form of defect as it fails to mimic the human recognition
ability. ( ) formulates the creation of adversarial samples as an optimization
problem:

adv

min. [|z**Y — z||,

s.t. F(z%) = ¢ # ¢, 29)
where z is a clean sample, z%% its adversarial counterpart, ||.|| measures the difference of the
samples, F() is the classifier, ¢ the predicted class and ¢ the true class of z. The optimization
problem can be read as finding the minimal perturbation needed so that the network misclassifies
the perturbed sample The image difference ||.|| calculation is usually performed through i, norms
wherep = {0,1,2, 00} ( , ; , ; g ;

7 ; 7 )

=

|z, = (Zx”) : (2.10)
=1

2.3.2 Taxonomy of Adversarial Attacks and Defenses

There are numerous ways to perform adversarial attacks and likewise to defend against,
(2020) underlines their main differences and how they can be categorized as:

+ The attack goal can differ in a few ways. The most simplistic goal would be to produce a
misclassification as formulated with (2.9). This is commonly referred to as an untargeted
attack, as its purpose is the misclassification regardless to which class. A targeted attack, on
the other hand, is very well interested in the misclassification to a specific class. What both
attack goals have in common is the general confidence reduction on the true class.

+ The available knowledge of the attacker plays a significant factor in the possible methods of
attack. Itis generally differentiated between a white box and black box attack. In the white box
scenario, the attacker has unrestricted access to the model he wants to attack. He can use
the information regarding the architecture, parameters, and most importantly the produced
gradients of the neural network. In the black box scenario, the attacker is generally con-
stricted to the knowledge he receives through input-output mechanisms. Some information
about the network topology and the training set can be available in the black box scenario,
but the significant difference is that he has no access to the gradients of the network. In the
scenario black box, the attacker can make use of the transferability characteristic of adver-
sarial samples ( , ), by having unrestricted access to a supposedly similar
neural network.

+ The perturbation based methods are divided into noise perturbations and geometric transforma-
tions. Noise perturbations change the original image by adding white noise as can be seen
in Figure 2.3. They are the most common perturbation method and will be discussed later
on. Geometric transformations include rotation, reflection, and translation of images.
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« The defensive strategies against adversarial attacks can be divided into Guards and Defense
by Design. Guards are defensive strategies that involve either detecting the adversarial sam-
ples beforehand or diminishing the attacks’ effectiveness by removing the adversarial per-
turbation from the sample. Defense by design involves modifying the architecture design,
the loss function, or the training data to achieve robustness against attacks. Adversarial
training is when adversarial samples are used as additional training data during training.

In our experiments, we use a variety of attacks and defenses. For example, in terms of de-
fensive strategy, not only adversarial training but also the entropic open-set loss function may
provide some defensive mechanisms against adversarial attacks. An elaborate documentation of
different attack types can be found in surveys such as ( )

( ); ( ). For this thesis, we will mainly introduce the performed adversarial
attacks and their variations in the following sections.

2.3.3 Fast Gradient Sigh Method (FGSM)

The Fast Gradient Sign Method (FGSM) was proposed by ( ) as a simplistic
method to solve the optimization problem (2.9). The method utilizes the gradients of the cost
function produced by the neural network when inputting a clean sample. An adversarial sample
can be described by the following equation:

2% =z + esign (V,J(z,¢)). (2.11)

where z is the inputted clean sample, ¢ the true label of 2 and V,J(x,¢) the gradient of loss
function with the respect to « and ¢é. The sign(.) depicts the sign function, which maximizes the
gradients of the loss with respect to the [, norm. € is the specific hyperparameter, which restricts
the magnitude of the perturbation so that |[2%9" — z||» < € applies. This method can generally be
classified as a white box attack, as it requires the access to the gradients of the neural network.

FGSM attacks are one of the most commonly used to test for adversarial stability, as they can
exploit the linearity of deep neural networks ( , ). Different variants of this
method have since then been proposed. ( ) introduced a method, which does
not use the sign function, but instead normalizes the gradient loss with its /» norm to create the
adversarial sample:

Vi (x,¢)
IVad (2,62

( ) proposed two notable variants of the FGSM. The first one is the targeted
version, where the attack now targets a deliberate class. This variant likewise utilizes the loss
gradients and the sign function as the FGSM, but instead of using the calculated gradient of the
loss for the true label ¢ as a course of change, a specific class ¢'*"9¢ can be chosen to dictate the
direction of the perturbation change. With the same variables as abovementioned, the equation
for the targeted variant is formulated as:

ad

" =x+e (2.12)

2 = g — e sign(V,J (x, cOT9)). (2.13)

The second variant ( ) is the basic iterative method. As the name implies the
method iteratively uses the FGSM to create adversarial samples, while using a clipping function
Clip(.) to perform per-pixel clipping, so the result will remain /. bound within the e distance. The
clipping function is formulated as follows:

Clip, {2°™} = min{255,  + ¢, maz{0,r — ¢,z }} (2.14)
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The pixel values are represented here as integers in the range of [0,255], thus the created adver-
sarial samples stay within this range by not overstepping the minimum and maximum values.
Such a clipping function is commonly used for image perturbations. Finally, the equation for the
iterative method is formulated as:

g =z, 23 = Clip, (27" + asign(V,J(z3%, ¢))}. (2.15)

where « is the step size and Clip, . clips the values of the pixels of the image based on the ar-
gument € and ¢ is the number of the ith iteration. The step size is generally chosen as a = 1, so
the pixel value is changed only by 1 for each iteration. As for the number of iterations

( ) chose min(e+4,1.25¢) as they found it to be a good balance in terms of computational
cost and effectiveness of the adversarial sample. Naturally, this method’s potential to create ad-
versarial samples is higher than the FGSM ones, as it uses the created adversarial samples from
the previous iterations and refines it with each step. For a given perturbation range € the iterative
method can incrementally choose the best path available to find the strongest adversarial sample,
while the FGSM has only one step as an option. The clear drawback to the iterative method is the
computation time.

2.3.4 Projected Gredient Descent

( ) addressed the limitations of the FGSM method and explained the multistep
descent variant is essentially a projected gradient descent (PGD) on the negative loss function.
Furthermore, the authors clarified how all the abovementioned methods can be viewed as specific
attempts to solve the saddle point problem describing the adversarial robustness of a network,
which will be discussed in the next section. The slight difference between PGD and the basic
iterative method is the starting point of the perturbation, as the PGD method usually chooses a
random starting point inside « + S, while the basic iterative method uses the original image as a

starting point ( , ). As such the PGD method can be formulated as:
2y = [ @i + esign(VaJ (27, 6))) (2.16)
z+S
where S is the set of allowed perturbations. In (2019) they chose the starting points

randomly inside the [.-ball of the example, with 100 steps and used 2.5¢/100 as the step size to
ensure that the adversarial sample may reach the boundary of the e-ball.
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2.4 Adversarial Training

To achieve some kind of robustness against these adversarial attacks, defensive mechanisms must
naturally be explored. Many such defensive mechanisms have been proposed as mentioned in

the survey ( )- Adversarial training belongs to the class of defense by design
strategy. The concept of neural networks being trained against adversarial attacks was introduced
by ( ), demonstrating that neural networks trained with adversarial samples

during training improve adversarial stability.

While training with adversarial samples does indeed improve the adversarial stability of net-
works, the degree of this robustness is hard to quantify. There are many different nuances to
adversarial robustness, ( ) uses a natural saddle point formulation to cover prior
proposals on defining adversarial stability. They view adversarial robustness through the lens of
an optimization problem, which is composed of an "inner maximization" problem and an "outer
minimization" problem. Finding an adversarial sample that achieves a high loss is the goal of
inner maximization, while the goal of finding model parameters that minimize the loss caused by
such a sample is the outer minimization. Taking the notation of ( ) the learning
problem can be summarized as followed:

m(bmzi:?eag J((z; +0),6) (2.17)

where ¢ are the parameters of the network, A is the threat model, J(.) the loss function, ¢ the
perturbation, z; and ¢; the ith sample and its true label respectively. For example the FGSM
( , ) operates on the assumptions that the threath model A = {6 : ||d]|c0 < €}
for an arbitrary ¢ > 0 and uses § = esign(V,J(z,¢)) to approximate the inner maximization
function. This approximation can be significantly improved by using the PGD method, due to its
iterative procedure, in exchange for the computational cost. Including adversarial samples cre-
ated by the FGSM has been generally proven to be effective as adversarial training, the findings
of ( ) even suggest that FGSM adversarial training can be just effective as the more
time-consuming PGD one, while ( ) concluded that adversarial samples created
by the FGSM with a large perturbation magnitude do not increase adversarial robustness of net-
works, being still vulnerable to PGD adversarial attacks, and even having a poor performance for
clean images.

2.4.1 Adversarial Training in OSR

Adversarial training is mainly done in a closed-set scenario, where the adversarial samples are be-
ing used as positives during the training process, meaning they have the same label as their non-
perturbed counterpart. ( ) incorporated adversarial training in an open-set scenario,
where various perturbations were performed on samples from the known class C and declaring
these newly produced adversarial samples to be part of the known unknown class B, treating
them essentially as negatives. The training was done using the entropic open-set loss function
on the LeNet++ architecture, while the MNIST dataset was used as D., and their produced ad-
versarial counterparts as D;. It should be noted that a filtering method was performed prior to
adversarial samples being included in the training set. The filter includes only samples which are
either classified correctly or go above a certain threshold with their targeted softmax score. The

open-set performance was tested through open-set classification rate (OSCR) ( , )
using letters from the EMNIST dataset as unknown samples D,,.
Taking inspiration from the abovementioned approach, ( ) conducted research

in a similar manner on the ImageNet dataset. The adversarial samples were produced through
the FGSM and random noise method, choosing different perturbation magnitudes ¢ and using
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filtering methods such as waiting for an appropriate number of epochs and D, samples having
to be correctly classified before introducing their respective adversarial samples. As for the ar-
chitecture, ResNet50 with either standard categorical cross-entropy loss, entropic open-set loss,
or object sphere loss from ( ) was used and compared. The research concluded
that adversarial samples were helpful in OSR scenarios, noting that training to reject adversarial
samples enforces better knowledge of the C classes, which teaches the classifier to better differ-
entiate features from each class. Interestingly in both studies batch normalization procedures
on adversarial samples were attributed to cause problems for adversarial training, generating
diverging issues.



Chapter 3

Approach

In this section, the methods being used to conduct the experiments are explained. First Frame-
work, second dataset, third neural network architecture, fourth different loss functions, fifth ad-
versarial training, sixth evaluation methods.

3.1 Pytorch Framework

Pytorch ! ( , ) is the core framework we used for implementing the machine learn-
ing experiments. It is one of the most widely used machine learning frameworks in the research
world. Same as other frameworks, Pytorch has an extensive library containing many predefined
functions and optimization algorithms, while enabling us to take advantage of GPU accelera-
tions. The major functionality of the framework is the torch.autograd function that provides us
with automatic computations of the gradients which are used for the backpropagation during
model training. Particularly in our case the created loss gradients are used to create adversarial
samples, which will be used during training and testing procedures.

3.2 Dataset

As for the dataset, we use the MNIST and EMNIST datasets. MNIST ( ) is a widely
used dataset in machine learning due to its simplicity and small size. It serves well as an intro-
ductory dataset for training and evaluating models. The MNIST dataset consists of 70’000 images,
which are generally divided into a training set of 60’000 and a testing or validating set of 10’000
images. Each image is a handwritten digit representing a number between 0 and 9 and are respec-
tively labeled as such. The digits are all centered, grayscaled, and have the size of 28x28 pixels.
These 10 numbers compose the classes of the MNIST dataset and represent our known classes C
in all our experiments.

The EMNIST dataset ( , ) is an extension of the MNIST dataset and includes
handwritten letters. It has over 800’000 characters and various splitting options. One of those op-
tions being letters. This option provides us with a balanced set of 140’000 uppercase and lowercase
letters split into 26 classes. We furthermore divide this set manually through their label index into
two different sets. The first set will be utilized as the negative classes 5. These samples will be
involved during training and testing for some cases, as will be elaborated upon in the following
sections. The other set provides us with the unknown classes A, which will be only used in the

Thttps:/ /pytorch.org/
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evaluation phase, as their purpose is to represent samples of classes that are truly unknown to all
networks.

3.3 Architecture

For our training we use a variant of the LeNet architecture proposed by ( )-
The architecture is part of the VAST? library which contains various algorithms and software
tools used in works from the members of the Vision And Security Technology (VAST) Lab. The
architecture consists of 2 different convolutional layers, a pooling layer, an activation function,
and 2 linear transformations.

The first convolution has 1 input channel, and 20 output channels, while the second one has
20 input channels and 50 output channels. Both convolutions apply the typical 2D 5x5 filtering
operation and have a stride of 1 and padding of 2. The activation function is a standard ReLU
function and is applied twice, each time after a convolutional layer. The pooling is done through a
2D max-pooling operation with the kernel size of 2x2, stride of 2, and padding of 0 and is applied
both times after the activation function. The output is then rearranged, creating a flattened feature
map with a total of 2450 features as input for the first linear transformation function. Lastly,
the first linear transformation function outputs 500 features for the second linear transformation
function, which then outputs 10 feature values per sample. These 10 values are the logit values,
representing the known 10 classes. It is to be noted that the forward pass for the background
approach is slightly modified to have 11 classes, as such its final output has 11 instead of 10 logit
values.

Algorithm 1 Forward Pass Function

Require: batch =
1:  x = Pool(ReLu(Convl(z)))
2. x = Pool(ReLu(Conv2(x)))
3:  x = zwiew(—1, Conv2.outchannels 7 xT)
4 x = LinearTransformationl(z)
5. x = LinearTrans formation2(x)
6: return

Contrary to the prior work of ( ) and ( ) which also involved ad-
versarial training in an open-set scenario, this architecture features no batch normalization. Both
parties attributed diverging issues during adversarial training due to batch normalization (

, ) being applied to their output of the convolutions. This aspect will be dis-
cussed during the adversarial training section further on.

2h’ttps: //github.com/Vastlab/vast
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3.4 Loss Functions

For the thesis, we are using three different approaches regarding loss functions. The first one is
the standard categorical cross-entropy loss on top of softmax-activated logits, which is commonly
referred to as the Softmax loss mentioned in Section 2.2.1. The second loss function is the same
as the first one but incorporates an additional background class as discussed in Section 2.2.2,
which shall be referred to as BG. The third loss function is the entropic open-set loss by

( ). For EOS, we use the implementations based on the VAST library®. The following
paragraphs describe the most important implementation details regarding the loss functions:

« The Softmax loss is the CrossEntropyLoss() function provided by the Pytorch! framework
and is only used in combinations with the MNIST dataset. The classes in use for this loss
function are only the known classes C. It serves as a benchmark for the other loss func-
tions and in the thesis we use it as an approach where no negative/unknown classes ¢/ are
incorporated during the training process.

+ The BG loss uses the same CrossEntropyLoss() but has a slight adjustment to it. While it
incorporates the same 10 MNIST digit classes as known classes C, it is also able to han-
dle negative/unknown classes /. These negatives are either letters from the EMNIST set
mentioned in Section 3.2 or adversarial samples which will be discussed in the following
Section 3.5.2. The known samples have the same label as the number they represent, mean-
ing an image of "1" has the label "1", while the negative samples all receive the same label of
"10".

« The EOS loss is solely extracted from the VAST libraryz. Same as the BG loss, it treats the
0-9 MNIST digits as known classes C with their target label being the same number they
represent, also it can handle negative/unknown classes ¢/. Contrary to the BG loss, the EOS
loss does not incorporate an additional class, instead, all negative samples receive the label
of "-1" (the number is arbitrary and could have been easily chosen to be 10 = |C| + 1 as the
BG approach). The loss is calculated as described in Section 2.2.3.

3.5 Training

We establish two different approaches for training. The first one builds the baseline and the
second one involves training with adversarial samples.

3.5.1 Part 1: Baseline Training

In this part, we train with the three different loss functions (Softmax S, Softmax with a background
class BG, and entropic open-set EOS) without the use of any adversarial samples. The MNIST
dataset is divided into the training and validation sets and is used as D, and D.,. The EMNIST
letters are also divided into the training and validation sets and serve as unknown samples D,, and
D', respectively for the BG and EOS approaches. Furthermore, the first 13 letters [Aa-Mm] are
used as negative samples D; /Dy, and the latter 13 letters [Nn-Zz] are used as unknown samples
D, In Table 3.1 the sizes are displayed for the training and validation sets.

Our training procedure is common practice as we utilize the forward pass, loss calculation,
backward pass, and optimizer step for each epoch with training samples D, and D;. For the
validation procedure, we use the confidence scores of the validation samples D. and D,. The
confidence scores are a good indicator of how well a model performs for the given samples. For
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Table 3.1: BASELINE TRAINING DATASET. These are the samples sizes of the baseline training and
validation datasets

Train Validate
Loss D, Dy D, Dy
Softmax 607000 - 10’000 -
BG 60’000 57'600 10’000 9’600
EOS 60000 57'600 107000 9’600

the Softmax approach, the usual softmax score of the true label represents the confidence for a
sample z:

confs/pa(x) = Se(x) 3.1)

The same confidence calculation (3.1) applies for the BG approach, as in our case the unknown
classes are treated as one separate class, essentially considered as one of the known classes C. As
for the EOS approach, the confidence calculation is the same for samples of known classes D, but
different for unknown samples D, and can be described as follows:

(3.2)

confaos(z) = {sé(x) if € D,

1 —max S.(z) + ﬁ, if x € Dy

where S:(z) is the softmax score for the true class ¢ and max S.(x) the maximum softmax score
of any class c. In our case where there are 10 known classes, it also follows that %I = 0.1. As
such an unknown sample D, receives a maximum confidence of 1.0 if the probability entropy is
at its maximum giving each class ¢ a softmax score max S.(x) = 0.1. The confidence calculations
are provided by the VAST library and were already utilized in ( ) and

( ). Finally, the mean value from the confidence scores of all validation samples is calculated,
depending on the loss function:

CTL = z”: conf(x;) (3.3)
i=1

where n is the number of samples and conf(x;) the confidence score for the ith sample z de-
pending on the loss function. In our experiments, we perform this validation calculation for each
epoch with the validation samples |D, + Dy| = n. This validation score dictates when a model
shall be saved, as we want only the best model to be saved for evaluation purposes. We name this
mean confidence calculation to avoid confusion: Confidence of the True Label (CTL), as it will
be used in alongside another confidence metric, discussed later on.

3.5.2 Part 2: Adversarial Training

For the adversarial training, we have different approaches depending on which loss function is
being used. While the construction of adversarial samples for each approach remains essentially
the same, how they are applied in training is altered depending on each loss function. Addition-
ally to the different loss functions, we incorporated two different methods to create adversarial
samples during training. The first one are random noise perturbations and the second one are
FGSM perturbations mentioned in Section 2.3.3. The construction of adversarial samples through
FGSM is done with the help of the Advertorch libary® ( , ), which is a toolbox con-

3https: //github.com/BorealisAl/advertorch
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taining various implementations of adversarial attacks and defenses. The noise perturbation were
created by using the torch.rand() and torch.rand() functions of Pytorch'.

A batch of adversarial samples is created immediately after a batch of clean samples went
through the forward function. Thanks to the Autograd functionality the FGSM can take advan-
tage of the calculated gradients and create adversarial samples (2.11), which are then passed
through the forward function. Afterward, the clean and adversarial samples are concated to-
gether and their loss is calculated through one of the loss functions. Lastly, the backward pass is
done on mean loss and the optimizer step is performed.

The different loss functions from Section 3.4 need different labeling for the adversarial sam-
ples. Let = be a sample with the true class label ¢ and 294" the adversarial sample constructed
from z with the true class label ¢ with the assign() method:

1. Softmax: x4 are positives and have the same class label as their clean counterpart ¢ = ¢é
2. BG: 2% are negatives and receive the class label ¢ = 10

3. EOS: 2% are negatives and receive the class label ¢ = —1

Furthermore let ¢ be the current network parameters such that .J(¢, z, ¢) and J(¢, 2%, ¢) are the
losses of the clean and adversarial samples respectively. As such we have a variant of the loss
used in the adversarial training experiments of ( ):

J(p,x,¢) = J(p,x,8) + J(¢, 2%, ¢) (3.4)

Same as in the prior studies a filter method is used during the training process. The filter per-
mits only certain clean samples to be perturbed into adversarial samples and reintroduced to the
forward pass. The filter is simple and straightforward: Only samples x which have a softmax
score Si(z) for their target class ¢ over a certain threshold point, will get perturbed to adversar-
ial samples %% and reintroduced into the training process. This serves naturally to uphold the
principle of adversarial samples, being that their respective clean sample counterpart first has to
be classified correctly by the network for them to be able to fool them.

Performing this filter generally introduced almost all clean images to be perturbed as adver-
sarial samples. In the case of Softmax, the size of known training samples D, doubled, whereas
the open-set approaches received an almost equal sample size of adversarial samples for them
to be included as negatives D; during training. The validation procedure remains the same as
described in Section 3.5.1. This is since we want to uphold the purpose of the respective net-
works. While the closed-set network with the Softmax loss shall only be validated for closed-set
purposes, the open-set networks with EOS and BG losses shall still be validated based on their
open-set capabilities. The D, and D, are still the same validation digits and letters described in
Section 3.5.1 and can be seen in Table 3.2. The following algorithm describes the steps for our
adversarial training:

Table 3.2: ADVERSARIAL TRAINING SAMPLES. These are the training and validation datasets used
during adversarial trainig. Same letters are used during validation, otherwise only the MNIST dataset is
used.

Train Validate
Loss D, Dy D. Dy
Softmax ~ 120'000 - 10’000 -
BG 607000 =~ 60’000 107000 9’600

EOS 607000 ~ 60’000 10’000 9’600
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Algorithm 2 Adversarial Training

Require: batch B, Dataset, training epochs Nepocns, model M, loss function J, filter() function,
perturbation() function, optimizer, assign() function.
1: for epoch =1, Nepochs do
2 for batch B C Datatset do
3 Get images and labelsin B : 25, ¢p
4 Get prediction: logitsp = M (zp,¢p)
5 if AdvTraining = True then
6: Filter samples: x,éy = filter(output, ég)
7 Assign new labels: ¢; = assign(éy)
8 Calculate adversarial samples: x4, = perturburbation(xys,éy)
9 Get prediction from adversarial samples: logitsqq, = M (Tadw, Cf)

10: Concatenate logits: logitsg = cat(logitsp, logitsaqy)
11: Concatenate true labels: ég = cat(hatcp, éy)

12: end if

13: Calculate loss: | = J(¢, logitsg,¢p)

14: Perform Backward pass on loss: backward(l)

15: Do optimizer step: optimizer.step()

16: end for

17: end for

The implementation of a waiting epoch is optional and was not used during the experiments.
The model is always saved during the first 5 epochs, afterwards, it is only saved when the overall
confidence tested through the validation set rose compared to the maximum of the prior ones.
This is done due to the high oscillating probability during the first epochs and the assumption
that the validation testing is indicative of the general classification of the model.

3.6 Evaluation

In this thesis, we evaluate different models based on their OSR prowess and their adversarial
stability. Both fields need their respective evaluation methods. In the following subsections, the
respective evaluation methods used during the experiments are documented.

3.6.1 Open-Set Capabilities

To evaluate the open-set capabilities of the networks we utilize the OSCR ( , )
described in Section 2.2.4. For the positive samples, we use the same samples as in the validation
set D.. As for negative samples we have two different sets, the first one is the validation set of
the first letters, which are the same negative validation samples for the open-set approaches. The
second samples are the validation set of the latter 13 letters, which have not been seen by any of
the networks prior D,. As such we calculate two OSCR curves per network to evaluate its OSR
prowess given the samples in Table 3.3.

While the open-set letters trained models should have a favorable bias against the adversarial
trained models for the "known unknown"/"negatives" OSCR evaluation, the bias should be less
distinct in the "unknown unknown”/"unknowns" OSCR evaluation, as these specific letters have
not been shown to any of the networks.
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Table 3.3: OSCR SAMPLES. These are the samples used for the OSCR evaluations

known unknown/negatives | unknown unknown/unknowns

Loss D, Dy D, D,

Softmax 107000 9’600 107000 107400
BG 10000 9’600 10000 10400
EOS 10000 9’600 10000 10400

3.6.2 Adversarial Stability

Adversarial stability is tested through confidence scores. We use two different kinds of confidence
scores, due to the diversity of the loss functions and to illustrate the probability distribution of an
adversarial sample. The evaluation is performed with the 60’000 samples of the known classes
D’ which are used during training by every network. We take correctly classified samples D',
and perturb them with different perturbation magnitudes € into adversarial samples. As the
samples are all positives, the correct classification is derived from the standard softmax score
of a sample (2.4). We chose the maximimum perturbation magnitude ¢ in such a way that the
pertubed images still remain recognizable for a human. The confidence scores are plotted against
the perturbation magnitudes, giving us a visual representation of how the confidences change
through perturbation.

The first confidence calculation we utilize is the same equation we used during the validation
process. The mean confidence of the true class is calculated differently for each loss function as
discussed in Section 3.5.1. These confidence scores are plotted against the perturbation magni-
tudes € as to see what kind of impact a perturbation has on the confidence of the overall true
labels. Through this plot, we receive the values representing how confident the model is that
these adversarial samples still belong to the true class ¢. ( ) uses the same plot-
ting scheme but preferred to use accuracy instead of the confidence metric.

The second confidence scoring method focuses on the confidence of all the labels beside the
true labels. This is interesting since while the score of the true label may be lowered through
the perturbation we still do not have information of the other label scores. There may be cases
where the other labels receive an equal bump in their confidence score, while in other cases only
a specific label receives the majority of the confidence redistribution. The confidence is calculated
as follows:

confenr(x) = max Se(x), forc#é (3.5)

naturally the mean score over all the samples «x is taken as descrbied in (3.3) and likewise we
term this mean confidence metric: Confidence of the Non-True Label (CNL). With this metric,
we get an indicator of the general probability distribution. The maximum score of the other
classes illustrates how strong a model tends to misclassify, which can be interpreted differently
depending on the approach as we will see in the experiments. It should be noted, that for the BG
approach we do not include the tenth label which is the background label.

We perform a variety of attacks with different perturbation magnitudes, by utilizing Adver-
torch®. Due to cost of time we perform mainly FGSM perturbations. We use both the targeted and
untargeted version of it as mentioned in Section 2.3.3. Instead of using the suggested method of
creating targeted samples by Advertorch’?, we implemented our own design. The targeted labels
are chosen by incrementing the true label of a sample and then performing the modulo opertion.
In our case, where there are 10 classes the following describes the targeted FGSM:

¢€{0,..,9}: 9% = (¢ +1) mod 10. (3.6)

where ¢ is the true label of the correctly classified clean sample and ¢'*"9¢ is the resulting target
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clean untargeted untargeted untargeted untargeted untargeted

True: 9 FGSM @ eps=0.1 FGSM @ eps=0.2 FGSM @ eps=0.3 FGSM @ eps=0.4 FGSM @ eps=0.5
pred: 9 pred: 8 pred: 2 pred: 8 pred: 6 pred: 6
1.00 0.36 0.29 0.81 0.51 1.00

Figure 3.1: PERTURBATION SPECTRUM. The number 9 is perturbed through the FGSM with different
pertrubation magnitudes e. Standard Softmax network classifies the label and maximium softmax score.

label inputted to create an adversarial sample seen in (2.13). The same targeting scheme is applied
for the PGD attacks which are used at the last experiments as the creation procedure is very time
costing. Otherwise, we used the default implementations provided by the Adertorch framework®:
FGSM = GradientSignAttack(), PGD = LinfPGDAttack(). Figure A.1 illustrates the different image
perturbations at a given ¢ and the respective confidence values reached by the baseline Softmax
trained model.
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Experiments

This chapter details the performed experiments and their respective results. The experiments can
be divided into three parts. In the first part, we train our model without any adversarial samples.
The negative samples for the open-set approaches are obtained from the letters as described in
Section 3.5.1. These models serve as baselines and benchmarks for later experiments. The sec-
ond part involves adversarial training with different ¢, which are compared against each other.
In this part, we search for the most suitable ¢ a specific network should be trained with. For
the third part, we compare the best-performing adversarial trained model and their respective
baseline counterpart in more detail. The following parameters are common throughout all three
experiments:

« Epochs: 100

+ Optimizer: Stochastic Gradient Descent (SGD)
+ Learning rate: 0.01

« Batch size: 128

+ Seed: 0

4.1 Part 1: Baseline Experiments

For these experiments we use the tained the models using the methods as described in Sec-
tion 3.5.1.

4.1.1 OSR Evaluation

The open-set recognition capabilities are evaluated as described in Section 3.6.1. As can be seen
by both subfigures in Figure 4.1, both the entropic open-set approach and the softmax with a
background class approach (B) vastly outperform the standard Softmax (S) approach. This comes
as no surprise and is consistent with the results and finding in ( )- A bit unex-
pected is the results of the BG approach, as it outperforms the EOS (E) approach in both scenarios
and throughout the whole classification scope. Naturally, the performance gap between them
is not as large as with the closed-set approach. Though these results stand in conflict with the
findings of ( ), they are not entirely comparable. The difference may be caused
due to the choice of the network (LeNet vs. LeNet++) or due to the relatively small data size
and difference of the training and testing sets. Lastly, we see that in both open-set approaches,
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Figure 4.1: OSCR BENCHMARK. Figure (1) is the OSCR curve gained from using the first 13 letters as
negatives. In figure (b) we used the latter 13 letters, which were never seen before by any network and truly
unknown.

the performance for known unknown/negative samples is higher than with the unknown un-
known/unknown samples, as can be seen when comparing both top left corners, where the CCR
is relatively smaller given the FPR ~ 10~%. The performance drop is not substantially great
and indicates that training with specific letters as negatives to be an effective strategy to separate
distinct different letters from the known numbers.
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Figure 4.2: UNTARGETED FGSM ATTACK. Figure (a) are the CTL scores and Figure (b) are the CNL
scores for and untargeted FGSM attack with the magnitude €

4.1.2 Adversarial Stability Evaluation

The adversarial stability evaluation is done as described in Section 3.6.2. We use three different
attacks to test the stability of the models, namely: untargeted FGSM, targeted FGSM, and Noise.
The untargeted and targeted FGSM attacks are the same as described in Section 3.6.2. The Noise
attack consists of applying a random noise perturbation to a clean image and clipping it. This is
done through the torch.clamp() and torch.rand()'. The attack’s strength correlates with the pertur-
bation magnitude ¢, meaning the bigger the ¢, the farther apart the resulting pixel can be from the
original one.

For untargeted FGSM attacks the EOS approach has the fastest true label confidence (CTL)
drop compared to the other approaches as can be seen in Figure 4.2a. This means that with
a relatively low perturbation magnitude ¢ the model’s calculated confidence score of the true
label dips drastically. On the other hand, the confidence scores of the other labels (CNL) do
not seem to rise exceedingly as can be seen from Figure 4.2b. Until ¢ = 0.3 the EOS approach
retains a relatively low maximum confidence score for the non-true labels. This indicates that the
confidence scores are well distributed and as such the model expresses such adversarial samples
as unknown.

The softmax model has the most gradual true label confidence drop and steepest confidence
score rise of the other labels. This means that it is reasonably robust against adversarial attacks
until € = 0.1, but starts to misclassify samples with high confidence afterward. The BG approach
trained model takes the middle ground in terms of the true label confidence drop but uniquely
does not raise the confidence score of the other labels as can be seen by the flat curve in Figure 4.2b
and rising CNL scoring with the unknown label included in Figure 4.4c. This means that the
confidence redistribution mainly went to the background class, and as such the model classifies
the samples as unknown likewise as the EOS approach. Both the EOS and BG models display
partly this distinct defense mechanism, while their adversarial stability fair worse in the tradional
sense, as their CTL scores drop faster compared to the standard Softmax approach.
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The networks were trained with the FGSM method where € denotes the perturbation magnitude of the
adversarial samples during training.

4.2 Part 2: Adversarial Training

The adversarial training is performed as described in Section 3.5.2. We utilized noise pertur-
bations and FGSM. Different perturbation magnitudes were used during training and these are
plotted and compared against each other to find the most suitable magnitude for different scenar-
ios. Noise trained models were mainly used as benchmarks to compare against FGSM models.
The evaluation procedures are done as described in Section 3.6. The baseline models are added
additionally to the plots to serve as general baselines and reference points.

4.2.1 Softmax

We use the traditional adversarial training for the Softmax loss approach as described in Sec-
tion 3.5.2, as such the additional samples are used as positives.

In Figure 4.5 we see the open-set capabilities of the adversarial trained Softmax networks.
Through the results of the different perturbation magnitudes € we can recognize a few tenden-
cies on how adversarial trained networks may behave compared to their baseline counterpart,
here denoted as Baseline in the legends. Adversarial trained models trained with a very small
perturbation magnitude, here ¢ = 0.05, behave very similar to their baseline counterpart and
achieve almost the same results as can be seen clearly in Figure 4.5b. Models trained with adver-
sarial samples of a higher perturbation magnitude, here ¢ = 0.45 seem to have better recognition
performance in every regard, as it has a better CCR every FPR compared to the baseline model.
While moderate perturbation magnitudes, here € = 0.15, generally fair worse in terms of open-set
capabilities. The performance differences are not extreme but indicate that adversarial training
may influence open-set performance.

As expected, adversarial training influences the adversarial robustness. The confidence scores
of all adversarial trained models have a more gradual decline compared to their baseline coun-
terpart seen in Figure 4.6a. Also noticeable is the confidence exchange between labels. The lost
confidence of the true label in Figure 4.6a correlates well with the maximum confidence of a
specific non-true label seen in Figure 4.6a. This indicates that confidence redistribution focuses
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Figure 4.6: ADVERSARIAL STABILITY OF FGSM SOFTMAX TRAINED NETWORKS AGAINST UN-
TARGETED FGSM. Figure (a) are the confidence scores of the true label (CTL) for adversarial samples
created by the FGSM for a given perturbation magnitude. In figure (b) the maximum confidence score
beside the true label (CNL) are depicted for the same samples.

mainly on one label. Another interesting observation is the fact that adversarial trained models
with samples of a specific magnitude perturbation € are most resistant against the same pertur-
bation magnitude e of the adversarial evaluation samples. For example, the model with € = 0.35
has a gradual confidence decline, reaching a local minimum around ¢ ~ 0.12 and having a local
maximum around ¢ ~ 0.35 for the adversarial evaluation samples. This reaffirms that adversar-
ial training with specific adversarial perturbation magnitude samples is most robust against the
same magnitude.

The results from the noise trained networks are less interesting as their performance difference
are marginal and show fewer tendencies as seen in Figure 4.7. Subfigures (a) and (b) indicate
that smaller perturbation magnitudes haave a negative impact on the open-set capabilities, while
larger noise perturbation samples added during train seem to improve it. The differences in
results are marginal for the size of the evaluation samples. Similar tendencies for adversarial
stability can be observed in subfigures (c) and (d), where networks trained with ¢ < 0.5 are
even more prone to adversarial attacks with e < 1.5, while networks trained on ¢ > 0.5 seem
to improve adversarial stability. In conclusion, the network trained on FGSM with € = 0.45 seems
to have the best performance in both open-set capabilities and adversarial stability for the Softmax
approach.

4.2.2 BG

Prior research and our starting experiments implied using very small perturbation magnitudes
for the adversarial samples as negatives deliver better results. As such we focused on the open-
set approaches with relatively lesser perturbation magnitudes during testing compared to the
Softmax approach. The open-set performance can be seen in Figure 4.8. The OSCR curves in-
dicate that smaller perturbation magnitudes generally achieve better results. The outlier here is
the network trained on the adversarial samples with perturbation magnitude ¢ = 0.3, as it per-
forms the worst for every FPR and CCR. For an unknown reason, this specific FGSM perturbation
caused diverging issues as will be discussed later on. As expected, the baseline network outper-
forms even the best adversarial trained model. This may be attributed to the negative samples in
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the baseline model, as the letters represent a better choice for recognizing other different letters.
Nevertheless, the performance of the models with the magnitudes ¢ = 0.0lande = 0.01 achieve
remarkable results in terms of open-set capabilities.

The results from the adversarial stability evaluations seen in Figure 4.9 show clear tendencies.
While the confidences of the true label in (a) plummet almost instantly to 0.0, the confidences of
non-true labels do not rise at all, as can be seen in (b). This means that all the confidence is re-
distributed to the additional background label. At first glance, the adversarial training seemingly
produced more susceptible networks to adversarial attack, as its traditional adversarial stability
seen in the Softmax experiments Section 4.2.1 decreased tremendously. The networks are indeed
more prone to adversarial attacks, but instead of misclassifying them to another known label, the
networks classify adversarial samples as unknowns, making it an intriguing idea for a defensive
mechanism.

The network trained with adversarial samples of the magnitude € = 0.03 is again the outlier in
these evaluations. This may indicate that this form of adversarial training comes with the risk of
diverging issues. Networks trained with random noise perturbations performed generally worse
in terms of open-set capabilities compared to the FGSM trained ones but still achieved better
OSCR scores than the regular Softmax approach variants. Interestingly, training very small noise
perturbations have the same effect in terms of increasing adversarial susceptibility, achieving
similar results to their FGSM trained counterpart.
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Figure 4.9: ADVERSARIAL STABILITY OF FGSM BG TRAINED NETWORKS AGAINST UNTARGETED
FGSM. Figure (a) are the confidence scores of the true label for adversarial (CTL) samples created by the
FGSM for a given perturbation magnitude . In figure (b) the maximum confidence score beside the true
label (CNL) are depicted for the same samples.

4.2.3 EOS

Finally, we performed the same experiments as in Section 4.2.2 for the EOS approach, which show
similar tendencies depending on the usage of perturbation magnitude for adversarial samples
during training. The OSCR curves in Figure 4.10a and Figure 4.10b illustrate that very small
FGSM perturbed samples added during training achieve the best results. The network trained
with € = 0.01 performs the best out of all the adversarial trained models and even outperforms
the baseline model for a very small FPR < 10~* for the latter letters. The open-set capabilities
seem to differ substantially depending on which letters are used for evaluation, even though the
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Figure 4.10: OSCR OF FGSM EOS TRAINED NETWORKS. Figure (a) is the OSCR curve gained from
using the first 13 letters as negatives. In figure (b) we used the latter 13 letters, which are truly unknowns
for every network.

adversarial trained models have not been trained with the letters like the baseline model.

The adversarial stability tests in Figure 4.7 show the same adversarial susceptibility effect as
mentioned in Section 4.2.2. The confidence scores both in (a) and (b) drop radically to the 0.1 mark,
which represents the maximum entropy for the probability distribution of the labels. This indi-
cates clearly that all adversarial trained models recognize the adversarial samples as unknown.
The baseline model also displays this defensive mechanism, although it is with less effectiveness,
as the confidence scores are just below the 0.2 mark in (a) and in (b) jump first off at the 0.2 mark,
then gradually increasing, indicating a false classification by the model. The network trained
with samples of the smallest perturbation magnitude ¢ = 0.01 applies this defensive mechanism
with the starkest degree, as it is susceptible to even the smallest adversarial attacks, while still
enforcing the defensive mechanism for greater perturbation attacks.
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Figure 4.11: ADVERSARIAL STABILITY AGAINST UNTARGETED FGSM ATTACK OF FGSM EOS
TRAINED NETWORKS. Figure (a) the CTL scores and figure (b) the CNL scores against untargeted FGSM
attacks with perturbation magnitudes ¢
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Figure 4.12: OSCR BENCHMARK. Figure (a) is the OSCR curve gained from using the first 13 letters as
negatives. In figure (b) we used the latter 13 letters, which were never seen before by any network.

4.3 Part 3: Comparison

In this section, we use two different models from each loss approach respectively to illustrate
and compare them against each other even further. The two models per approach are always the
baseline model and the adversarial trained model, which performed the best during the evalua-
tion tests, as shown in the previous sections. Specifically, alongside the baseline models, we use
the FGSM trained models, with the sample adversarial perturbation magnitudes ¢ = 0.45 for the
Softmax approach, € = 0.01 for the BG approach and likewise ¢ = 0.01 for the EOS approach.

The OSCR performance of the two open-set letters trained models is clearly well above their
adversarial trained counterparts as seen in Figure 4.1. Nevertheless, both the open-set adversarial
trained models outperform the models with the Softmax approach. While the adversarial trained
BG model is superior for the first 13 letters (a), the adversarial trained EOS model outperforms it
for the latter ones (b). The reasons for the performance difference are partly unclear.

The adversarial stability for simple attacks like the untargeted and targeted FGSM produced
the expected results. In Figure 4.13 we see that the softmax baseline is resistant to adversarial
attacks throughout all the perturbation magnitudes. The open-set adversarial trained models
both have high susceptibility against the adversarial attacks, but employ their respective defen-
sive mechanisms by not misclassifying these adversarial samples to another class but rather as
unknown.

Stronger attacks such as untargeted and targeted projected gradient descent attack (PDG)
leave us with different results. As seen in Figure 4.14 both the softmax baseline and its adver-
sarial trained counterpart are susceptible to untargeted and targeted attacks. Surprisingly the
Softmax FGSM trained model provides almost no stability increase against these iterative attacks.
This finding was already concluded in ( )- The EOS baseline model is also very
susceptible to these more sophisticated attacks as is shown by the drastic rise of the non-true label
confidence rise both for the targeted and untargeted PGD attacks, as it does not display its distinct
defense mechanism like it did for FGSM attacks. Interestingly, the BG baseline model still is able
to display its defensive mechanism against the untargeted attack, by redistributing the confidence
to the unknown label instead of the other known labels as seen in Figure 4.14(b), the same applies
for its adversarial trained counterpart, as the non-true label confidence does not seem to rise even
slightly. Surprisingly though, both BG approaches are susceptible to PGD targeted attacks, as
their non-true label confidence scores do rise contrary to the results in the FGSM and untargeted
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Figure 4.13: ADVERSARIAL STABILILTY AGAINST TARGETED AND UNTARGETED FGSM. These fig-

ures show the adversarial stability against weaker attacks.

PGD evaluations. This may imply that the defensive mechanism of the BG approaches has a dis-
tinct vulnerability against strong targeted attacks. The only network still withstanding the PDG
targeted attack is the EOS adversarial trained one, as its non-true label confidence score does not
rise above the 0.2 mark. This means even the stronger targeted adversarial attacks are not able
to provoke a misclassification to another label, the network would instead classify it as unknown
depending on the classification scheme and threshold.
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Discussion

During the first part of our experiments we could reaffirm the suggested OSR capabilities of the
networks. Naturally both the open-set networks performed better than the closed-set ones. Ad-
ditionally, we addressed the innate defensive mechanism of open-set trained models against ad-
versarial attacks. While these models are in fact more susceptible to adversarial attack, meaning
their confidence scores of the true label are reduced faster than their closed-set trained counter-
part, they do not necessariliy misclassify the adversarial samples as another known class.

In the second part, where we performed adversarial training, we received mixed results. We
received the expected results for the Softmax approach in terms of adversarial stability and OSR
performance. The utilization of adversarial samples as negatives both in the EOS and BG ap-
proaches is still a non-straightforward procedure, as the OSCR curves show that the open-set
capabilities are inferior to the ones of the baseline models. Moreover, the search for a suitable € is
a difficult matter, as diverging issues also arise while there is no batch normalization in place. In
Figure 5.1 we have the confidence scores of the validation sets as described in Section 3.5.1. For
the EOS we see a clear tendency that the confidences rise for smaller perturbation magnitudes e
and this has been shown in the experiments as the model trained with the smallest perturbation
resulted in having the best OSCR scores. For the BG approach the confidence scores do not indi-
cate a clear tendency for a suitable ¢ and it just so happened to be the smallest one, as it had the
strongest oscillations for the confidence scores. Furthermore, noise-trained models are generally
outperformed by FGSM models in every evaluation we conducted.
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Figure 5.1: OSCR BENCHMARK. Figure (a) is the OSCR curve gained from using the first 13 letters as
negatives. In figure (1) we used the latter 13 letters, which were never seen before by any network.



36 Chapter 5. Discussion

The distinct defense mechanism seen during the experiments could be introduced against ad-
versarial samples. ( ) noted that the set adversarial samples may be of extreme
low probability and generally adversarial samples are thought as malicious attacks. So instead
of trying to strive for the tradional adversarial stability by optimizing the CTL, classifying these
malicious attacks as unknowns seems to be a viable strategy. The defense mechanism can be
regarded as a mix of Architectural Defense and Adversarial Training ( , ) as only
open-set networks displayed it, due to their unique designs against unknown classes. Open-set
adversarial trained networks seem to display some viability, but further research needs to be con-
ducted, preferably with larger datasets.
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Figure A.1: EXAMPLE DIGITS. Five different numbers are perturbed thorugh different methods and

evaluated by the Standard Softmax network
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